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Introductions
Who are you? 

Where are you from?

What are you looking to get out of this?



What are we doing 
today

● Introduction

● SCP / Rsync

● FileSender

● Globus 



File Transfer using 
REANNZ’s National 

Network





● Collaboration between institutions, commercial entities and/or government

● Sharing data within an institution

● Transferring data to HPC, cloud resources, or external compute

● Compliance with data sharing agreements

● Moving large volumes of data within NZ

● … or globally

Sharing Data: Some Examples



Sharing Data: Best Practice

Many small files should be archived / zipped together.

Check you are only transferring what you mean to!

Large sparse data should be compressed.

Checksums. If data integrity is essential.

Secure Transfer when appropriate.



Secure Transfer: Who Cares?

Identifiable information: Privacy Act 2020 (the 13 Information Privacy Principles).

Health data: Health Information Privacy Code 2020

Indigenous data: Te Mana Raraunga and the CARE Principles your institution.

Commercially sensitive: Your institution will have a policy.

Data-provider restricted Data provider

Credentials / keys Your institution.

Your institution data policy should be first place to look

But they are not the only party you have obligations to!



Data Transfer and Choosing the Right Tool
Tool Secure Connection File Encryption Max Speed * Access Hosted

Email No Manual Average Everyone Yes

Manual Depends Manual Variable Everyone Kinda

Shared Drive Yes Manual Average Restricted Yes

rsync / scp Yes Manual Fast SSH Access No

Filesender Yes Toggle Average Everyone Yes

Globus Yes Toggle Very Fast Restricted Yes

* Maximum transfer speed is constrained by the slowest part in the network.



What is secure?

A Secure connection encrypts data only while it's moving. It's only as 

safe as the destination!

File / content encryption travels with the file. It stays locked wherever it 

lands until someone with the key opens it.

Symmetric there's a shared password, so you have a password-handing 
problem. 
Never send the password through the same channel as the file.

Asymmetric they key you share to encrypt the file, doesn't allow 

decrypting the file, so can be shared publicly. You have a private key that 
decrypts.



Moving from laptop to server direct​



Moving from laptop to laptop ​ via host



Moving from remote to remote direct



Moving from remote to remote via host



Direct• Simple, scalable, flexible

• When can access both ends!



Options

scp Secure copy. Like cp but over ssh.
sftp Allows browsing filesystem and transfer.

rsync Significantly extends on scp functionality.
rclone Allows sync between cloud services.

MobaXterm

Filezilla
Winscp
CyberDuck

VSCode

Command Line

Graphical User Interface



Direct Transfer

Incremental Default Behavior Only transfers what has changed!

Checksum on transfer Default Behavior Checks nothing was corrupted on route.

Resume -P Will restart transfer when interrupted (from 

where it was interrupted)

Metadata -a If you want to preserve file metadata

Dry Run -n Print out the results, make no changes.

Checksum diff -c Will use checksums to determine what to 
transfer.

rsync <options> <source-path> <hostname>:<destination-path>



Demo Here



FileSender• Flexible

• Accessible



https://filesender.org



Access to FileSender:

https://filesender.reannz.co.nz/

https://filesender.reannz.co.nz/














Standard transfer



Login



Continue



Upload



Select File

Continue



Continue



Scroll



Start Transfer

Check T&Cs



Fast



Copy & Share This



Download Button



REANNZ Admins Have Access





Encrypted Transfer



Scroll



Encrypt

Set Password

(make sure to sure this)



Not As Fast



Copy & Share This



Download Button



Enter Password

Enter Password



Downloaded!







Recap

● Accessible

● Allows secure collaboration everywhere!



Guest transfer



Guests



New Invitation



Guest's Email

Scroll



Send



Sent!



Upload Link



Upload



Select File

Continue



Continue



Scroll



Start Transfer

Check T&Cs



Uploaded!



Download Link



Download Button



Now your turn!

● Create a text file with a fun message to me.

● Go to the link posted in chat.

● Upload the file and make sure it’s encrypted by setting the 

password to:
○ FileSenderResBaz2026!

● I will read out the best one (or more) at the end!



FileSender API



Why?





Effort











Using the API



Profile



Scroll



New Secret



Download Client

Download Config



Config



Client Help Docs

Missing Packages :(



Install Packages



Client Help Docs



Example Usage



API Upload



Download Link

(Copy This)



Client & Config



API Download



File Downloaded



REANNZ FileSender Best Practices

● Know when to use encryption.

● Review security and file handling policies/guidelines.

● Share links are more reliable.

● Archive small files.

● Use a wired connection.



Slow



REANNZ FileSender Best Practices

● Know when to use encryption.

● Review security and file handling policies/guidelines.

● Share links are more reliable.

● Archive small files.

● Use a wired connection.

● Don’t upload off a network drive.



Slow



Is FileSender right for you?



Globus• High performance

• Lots of data



What is Globus?



Why Globus?



Sharing Files
Institutions / Collections / Endpoint Description

REANNZ Mahuika REANNZ Mahuika, located at Tamaki Data Centre

University of Otago – HCS

University of Otago – CHC HCS

Collection for the High Capacity Research Storage 

Cluster (Dunedin)

Collection for the High Capacity Research Storage 

Cluster (Christchuch)

University of Auckland Research Data Collection Endpoint provides access to UoA research data.

AgResearch
A Globus collection attached to AgResearch's 

institutional Linux storage platform

PFR Globus Connect Server Access to Plant Food Research data

MWLR PN-DTN-username

Customised endpoints for users to transfer data 

between MWLR and Mahuika, share data with 

collaborators

Scion Data Endpoint provides access to Scion research data

ESR Endpoint Provides access to ESR data



REANNZ Globus Collection Renaming (post 
22 June 2026)

What’s changed?

● The new names replace the “NeSI” prefix with a “REANNZ” prefix and include the name of the location where 

the datasets are hosted and managed. For example:

● NeSI HPC Storage mapped collection is now REANNZ Mahuika

● NeSI Freezer mapped collection is now REANNZ Freezer

● NeSI RDC Storage mapped collection is now REANNZ Research Developer Cloud (RDC)

● NeSI Data Transfer Node Tamaki endpoint is now REANNZ Data Transfer Node Tamaki

More details available on: https://docs.nesi.org.nz/Announcements/Globus-renaming/

https://docs.nesi.org.nz/Announcements/Globus-renaming/
https://docs.nesi.org.nz/Announcements/Globus-renaming/
https://docs.nesi.org.nz/Announcements/Globus-renaming/


● www.globus.org

● Log in using your Institutional 

credentials or create a new Globus ID

Setting Up Globus Account

http://www.globus.org/
http://www.globus.org/


Transferring Data to/from Mahuika

REANNZ Mahuika



Transfer Details

REANNZ Mahuika



Up/Downloading via Web Interface

REANNZ Mahuika



Guest Collection / Sharing Files

REANNZ Mahuika

REANNZ Mahuika



● Good for large amounts of data

● Data does not pass through external server

● Transfers between collections

● Can create shared collection to share data with collaborators

● Can transfer data between two personal laptops/desktops

Quick Globus Summary



● An external collaborator would like to send 80GB of 

files to you

● Move 10 TB between two institutions over a slow or 

flaky link, running unattended over the weekend.

● Download nightly research data backup from 

remote computer

● Transfer 400 TB

Quick Quizz



Use Cases

Copy a small config file or script from your laptop to a server you have SSH access to.



Use Cases

Moving large files over a flaky connection to a server you have SSH access to.



Use Cases

Automated backup of a directory to a backup server you control.



Use Cases

Pull your analysis outputs from Mahuika back to your laptop, on job completion.



Pātai/Questions?
REANNZ HPC Support:

support@nesi.org.nz

Ngā mihi nui ki a koe!

Thank you!

mailto:support@nesi.org.nz
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