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Presenter Notes
Presentation Notes
Welcome to our Managing Research Data workshop. �
Today we’ll cover principles, policies and practical approaches to managing research data across the lifecycle.

By the end of the session, you should understand what good data management looks like and how to apply it to your own research





Managing research data

Learning outcomes for this workshop

At the end of this workshop, you will be able to:

« Describe the importance of good research data management

 |dentify relevant policies & processes for research data
management

« Apply policies, data classification & best practices to your research
across the research data lifecycle

@ researchdata@auckland.ac.nz



mailto:researchdata@auckland.ac.nz
https://research-hub.auckland.ac.nz/
https://research-hub.auckland.ac.nz/
https://research-hub.auckland.ac.nz/
mailto:researchdata@auckland.ac.nz

Overview of this workshop

Duration Section Topics covered

10 mins Introduction Welcome and outline

20 mins 1. Data management planning Introduction to RDM
Key terms, policies and principles
Data management plans

25 mins 2. Data creation and collection Types and sources of data
Approved systems and tools
Legal and ethical requirements

5 mins BREAK

30 mins 3. Data analysis, storage, and security Store, backup and organise organise data
Processing and analysis
Data security

15 mins 4. Data sharing and archiving Data access and reuse
Archive and retention

10 mins Wrap up and discussion




* Introduction to research data
Data
management (RDM)

Management * Key terms, policies and
. principles in RDM
Planning

* Data management plans (DMPs)
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This first section is about decisions you make before collecting data. 
Good planning avoids problems later on.




What is research data management?

Planning and organising the collection, storage, documentation and
sharing of research data during and after the project.

Effective RDM:

® Aligns with RDM policy and funder/publisher mandates

® |s well organised, quality-controlled, and well documented. This will enable you (and others) to
understand the data in the future and save you time

® Protects the data against loss or misuse and ensures confidentiality

® Enables verification of results, facilitates collaboration and future use, and prevents
duplication of effort

® Supports reproducibility and ensuring research integrity

We manage data not just for ourselves, but so it can be shared and reused
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Research data management is about planning and organising how data is collected, stored, documented, and shared - so that it remains usable, trustworthy, and compliant

----
Additional resource

Good data management:
Aligns with University policy requirements, funding body grant requirements and publisher requirements for data access.
Well organised, quality-controlled and well-documented (allows research to be more efficient)
Research data are stored securely to ensure confidentiality and legal compliance
Research data and records are accurate, complete, authentic and reliable.

Download the RDM checklist (docx). << Great checklist from JISC

The benefits of managing your data include:
Quality & Security 
-Ensures the integrity and reproducibility of your research (verification of research publication claims)
-Ensures that research data and records are accurate, complete, authentic and reliable.
-Enhances data security and minimising the risk of data loss.
Efficiency 
-Increases your research efficiency by saving time and resources.
-Prevents duplication of effort by enabling others to use your data.  
Access, Re-use & Recognition
-Facilitates future research by allowing others to build on or add to the research data.
-Increased citations of research data and of publications based on that data.
-Stimulates new collaborations and research opportunities.
Compliance 
-Meets policy requirements.
-Meets funding body grant requirements.
-Meets publisher requirements for data access.


https://www.auckland.ac.nz/en/research/research-resources/research-data.html

What is research data?

Research data are the evidence that underpins the answer to a
research question and can be used to validate findings regardless of
their form (e.g., digital, print, physical).

Numbers e Text e Images e Audio e Video ¢ Spatial data e Software/code

.l Surveys, questionnaires ¢ GIS, maps, spatial data

A Interview, focus group recordings ~ Laboratory measurements, sensor data
—+ Transcripts, field notes & documents " Biological samples, genetic data

ges Photographs & images L] Databases, code & simulation outputs

8, Video recordings i Clinical health data, medical imaging

FECE L R (18 Research data
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Research data are the evidence that underpins the answer to a research question and can be used to validate findings regardless of its form (e.g., print, digital, or physical). Research data does not generally include institutional data or primary materials.


----
We acknowledge that the term data is reductive and does not resonate with all disciplinary groups. We (University of Auckland) use it as an umbrella term for digital, print and physical datasets, artefacts, cultural taonga, research evidence and also covers the digital representation of a physical item used in research, that may need to be managed and shared

What sorts of data do you work with? 
(e.g. article, thesis, performance, creative work). Interview transcripts, spreadsheets, media recordings, images, code, samples, and bibliographies are all examples of research data. Other kinds of research data provide important context for how your data was collected, such as notes about your experiments or observations. 
Research Data Management (RDM) is the process of planning and undertaking the collection, organisation, management, storage, backup, preservation and sharing of data during and after the project is complete.

https://www.auckland.ac.nz/en/research/research-resources/research-data.html

Research data lifecycle

 Data access

» Long-term stewardship SIS PLAN &

& REUSE DESIGN

Data Principles
(FAIR, CARE,

Archive and preservation & REFORT

Retention and deletion
Data accessibility

Enabling FAIR & CARE ANALYSE &

INTERPRET

Sovereignty) CREATE
& COLLECT

* Principles and policies
- Data management planning
» Requirements and considerations

Data collection, including tools
Organisation, filenames,
version control

Metadata & documentation
Storage & back up

Data sharing & transfer

Tidy data (preparing data)

Data provenance

Research compute for analysis
Using Al or Al-enabled services
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The research data lifecycle includes everything from planning how data will be collected, to publication, to long term data preservation, to possible reuses of data.

Although the research processes may vary across disciplines and research domains, there are some common elements to discuss across the five stages.


{,4 Activities

‘:" Zoom poll

What is your biggest fear or
concern about managing research
data?
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In the Zoom poll, let us know what concerns you most about managing research data. This may also be a question you want answered in this workshop today.
Feel free to ask questions at any time!





Policies related to research data

Funder policies

Concerned with obtaining the best outcomes
for the research they fund.

Examples: «MBIE Open Research policy

Government requirements

Legislation or guidelines that impact the
handling or management of research data.

Examples: «Trusted Research - Protective
Security Requirements guidance

Publisher policies

Some publishers have policies or mandates
related to data availability.

Examples: «Data Availability | PLOS One

Professional codes of conduct

Concerned with the good conduct of
research.

Examples: ¢«Research Charter for Aotearoa
New Zealand eRoyal Society Professional
Code of Conduct

Institutional policies related to research data management >

Research data / Research data policies... / Policies impacting research data management
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Research funders are concerned with obtaining the best outcomes for the research they fund. One of the ways they do this is by ensuring that researchers have a plan for their data throughout the whole research process. Your research funder may have policies you should be aware of – check with your FIRST team. 
Data providers may have specific policies or contractual requirements relating to how data is shared, with whom it is shared and for what purpose. 
Some publishers have specific policies or mandates relating to open research and data sharing – check with the publisher. 

Additional resources:
---

MBIE Open Research Policy
5.3 Open Access to Research Data
This policy strongly recommends, rather than mandates, that research data arising from funded projects be made openly available whenever they are not precluded by indigenous data sovereignty considerations, copyright restrictions, confidentiality requirements, or contractual clauses.
Funded researchers should follow funder principles and policies with respect to research data management and should be prepared to share data with other researchers through online institutional or subject data repositories whenever they are not restricted by other considerations as described above. Researchers are encouraged to produce a data management plan outlining what data sets their project will generate or process, whether and how these data will be made accessible, how they will be curated, stored, and preserved, and measures taken to safeguard and protect indigenous or other sensitive data.
Openly shared datasets should be accompanied by appropriate metadata including attribution and provenance information, and any other necessary information for researchers to appropriately understand the datasets and limitations thereof.
We encourage the use of the Creative Commons Attribution licence (CC-BY), permitting free use and reuse subject only to proper attribution.


https://www.auckland.ac.nz/en/research/research-resources/research-data/research-data-policies-ethics-requirements/policies-impacting-research-data.html
https://www.mbie.govt.nz/about/news/open-access-to-research-policy-introduced/
https://journals.plos.org/plosone/s/data-availability
https://www.protectivesecurity.govt.nz/assets/protective-security-requirements/resources/psr-trusted-research-guidance.pdf
https://www.protectivesecurity.govt.nz/assets/protective-security-requirements/resources/psr-trusted-research-guidance.pdf
https://www.protectivesecurity.govt.nz/assets/protective-security-requirements/resources/psr-trusted-research-guidance.pdf
https://www.protectivesecurity.govt.nz/assets/protective-security-requirements/resources/psr-trusted-research-guidance.pdf
https://www.royalsociety.org.nz/what-we-do/research-practice/research-charter/research-charter-aotearoa-new-zealand/
https://www.royalsociety.org.nz/what-we-do/research-practice/research-charter/research-charter-aotearoa-new-zealand/
https://www.royalsociety.org.nz/who-we-are/our-rules-and-codes/code-of-professional-standards-and-ethics/interpretation-code-of-professional-standards-and-ethics-in-science-technology-and-the-humanities/#3707
https://www.royalsociety.org.nz/who-we-are/our-rules-and-codes/code-of-professional-standards-and-ethics/interpretation-code-of-professional-standards-and-ethics-in-science-technology-and-the-humanities/#3707

Research Data Management Policy

» |/ Research and innovation / Research data management / Research Data Management Policy

Sets out the responsibilities of the University community
for the management of research data sgﬁi;rc:h et anagement

Application

This policy applies from the commencement date (1 July 2023) to all research staff,

Researchers are generally responsible for:
® Planning how data will be managed (DMP) P

e Storing data securely
* Documenting data clearly (metadata)
® Sharing data where appropriate o

® Retaining data for required periods

The University is responsible for

research data. These respensibilities help to ensure that research data is managed in ways

international standards for FAIR data and open research that are increasingly required

* the CARE principles for the governance of indigenous data, including Pacific data, and

» legal, ethical and protective security requirements for research data.

1. Defining University roles and responsibilities for the management of research data.

Supports FAIR and CARE data principles =

3. Providing the necessary infrastructure and services to enable researchers to meet their

ting the req f this policy and facilitating its adoption through the

responsibilities for research data throughout the research data lifecycle

QQ Link to University of Auckland RDM Policy e

ers are responsible for:

Research data / Research data policies... / Research Data Management Policy guidance
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RDM is required by institutional policy, funders, and publishers - and it’s also central to good research practice.

The policy sets expectations across the entire lifecycle - planning, storage, sharing, and retention - and ensures research is conducted responsibly and reproducibly

What are researchers responsible for?
Planning how data will be managed (DMP)
Storing data securely
Documenting data clearly
Sharing data where appropriate
Retaining data for required periods

----
The Research Data Management policy defines research data and steps researchers (staff and students) through their responsibilities across the research data lifecycle. Starting with establishing who is responsible for what across a particular project through to wrapping up and moving on to another project or institution. ��Each research project is managed as a separate ‘thing’. Many researchers will have more than one project and they will likely overlap but each will be distinct in several, not necessarily all, of the following aspects:�
topic
funding
people involved
ethics
legal and sovereignty constraints
data classification
timeline including retention requirements
storage needs
governance and stewardship, etc.
�

https://www.auckland.ac.nz/en/about-us/about-the-university/policy-hub/research-innovation/research-data-management/research-data-management-policy.html
https://www.auckland.ac.nz/en/research/research-resources/research-data/research-data-policies-ethics-requirements/research-data-management-policy-guidance.html

Indigenous data sovereignty

Indigenous Peoples have inherent rights and responsibilities to Indigenous data.

® CARE principles for Indigenous data sovereignty
Collective Benefit, Authority to Control, Responsibility, and Ethics

® Maori Data Sovereignty principles
Rangatiratanga (Authority), Whakapapa (Relationships), Whanaungatanga
(Obligations), Kotahitanga (Collective benefit), Manaakitanga (Reciprocity),
Kaitiakitanga (Guardianship)

¢ Pacific Data Sovereignty

% Global Indigenous Data Alliance
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Indigenous data sovereignty states that data is subject to the laws of the nation from which it is collected (including tribal nations). Indigenous data sovereignty recognises that communities have inherent rights over and responsibilities to their data. This affects decisions across the entire lifecycle and will be interweaved into planning, collection, analysis, security and sharing of data.

Māori data sovereignty refers to the inherent rights and interests that Māori have in relation to the collection, ownership and application of Māori data.

Throughout this workshop we will weave through consideration for NZ contexts and importantly, Māori data sovereignty principles. 


---
CARE is an international set of principles that is closely related to New Zealand-specific Māori Data Sovereignty principles. 

CARE - Collective Benefit, Authority to Control, Responsibility, & Ethics
Data ecosystems designed and function to enable Indigenous Peoples to derive benefit from the data. C1. For inclusive development and innovation; C2. For improved governance and citizen engagement; C3. For equitable outcomes and grounded in community values, which extend to society at large to contribute to indigenous aspirations for wellbeing
Indigenous Peoples’ rights and interests in Indigenous data is recognised and their authority to control empowered. A1. Recognising rights and interests; A2. Data for governance; A3. Governance of data
Those working with Indigenous data have a responsibility to share how those data are used. R1. For positive relationships; R2. For expanding capability and capacity; R3. For Indigenous languages and worldviews
Indigenous Peoples’ rights and wellbeing should be the primary concern [ethics]. E1. For minimizing harm and maximizing benefit; E2. For justice; E3. For future use

Global Indigenous Data Alliance https://www.gida-global.org/

------------
Māori data sovereignty principles

Rangatiratanga (Authority) Control, Jurisdiction, Self-determination
Whakapapa (Relationships) Context, Data disaggregation - collection and coding, Future use
Whanaungatanga (Obligations) Balancing rights - individuals’ rights and collective, Accountabilities - individuals and organisations
Kotahitanga (Collective benefit)  Benefit - individual & collective, Build capacity - workforce development, Connect
Manaakitanga (Reciprocity) Respect - dignity of Māori communities, groups and individuals, Consent
Kaitiakitanga (Guardianship) Guardianship, Ethics - tikanga, kawa (protocols) and mātauranga (knowledge), Restrictions 


-------
�Are you publishing in a domain that increasingly expects you to publish the data with the article? do you want to maximise the impact of the research data?  Is the research data about an indigenous people, culture or artefacts? Are you collecting or creating maori data? All of these require planning as they impact data management from the the beginning.�

https://www.gida-global.org/
https://www.gida-global.org/care
https://www.gida-global.org/care
https://www.temanararaunga.maori.nz/s/TMR-Maori-Data-Sovereignty-Principles-Oct-2018.pdf
https://www.temanararaunga.maori.nz/s/TMR-Maori-Data-Sovereignty-Principles-Oct-2018.pdf
https://research-hub.auckland.ac.nz/article/pacific-data-sovereignty
https://research-hub.auckland.ac.nz/article/pacific-data-sovereignty
https://research-hub.auckland.ac.nz/article/pacific-data-sovereignty

Key roles in research data management

Role Definition

Data custodian Individual(s) or organisation responsible for the care of the
Infrastructure & data they hold (technical environment and security, e.qg.,
security storage, infrastructure, protection)

Data steward The person(s) responsible for the quality, meaning and
Governance & quality governance of data (standards, documentation, and
appropriate use)

Data manager The person(s) responsible for the day-to-day handling and
Day-to-day handling organisation of data within a project (operational workflows)
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These roles represent part of a continuum of governance responsibilities for data, but are terms you will likely hear again.

The names used for roles can change between organisations.
Custodianship is generally about infrastructure and security
Stewardship is generally about governance and quality

As researchers, you may be responsible for day to day data handling, but often not taking overall responsibility for this or the organisation of data within the project.



Data Management Planning

Data Management Planning is about preparing for
data management across the research data
lifecycle.

s 4
B -
. W

Welcome to the Data Management Planning tool (DMP

* Institutional, Ethics Committee or Funder requirement? toa)
* MBIE, NIH, Wellcome Trust
* HDEC, University RDM Policy

* Risk-orientated and/or culture change approach RS beghralin EYpTig

* Project specific

®* Prompts conversations, captures decisions, clarifies
roles and responsibilities and helps you to align with
University policies and processes

% Checklist for a Data Management Plan from the Digital Curation Centre


Presenter Notes
Presentation Notes
A DMP is where you document as a team key decisions about the data.

It helps the project team answer questions like:
What data will we create?
Where will we store it?
Who can access it?
How will it be shared or retained?
 
Some funders may ask for a DMP during the grant submission or contract process but more often than not you’ll create and maintain a DMP throughout the project. 
At some institutions, a DMP is now a requirement for some projects and recommendation for all. �
Primarily this is a ‘thinking tool’ to support consideration and recording of decisions that enable appropriate management and governance of data before, during and after the research project.�
Think of the DMP as a living document – it evolves with the project.


https://www.dcc.ac.uk/DMPs/checklist
https://www.dcc.ac.uk/DMPs/checklist

Data Management Planning

* HEJEEARCIInENGIN Purpose, people,

roles & responsibilities

y Data policies &

classification

* PEIZR Collection, storage & organisation

y Ethical, legal,

sovereignty, funder, other considerations.

* SGERLGEELRFAELEER Who will have

access to the data in the future,
retention/deletion

® T ENR NG LJg 8 Enabling FAIR data

Login via Tuakiri & SSO https://dmp.auckland.ac.nz/

HOME PLAN ~ keyword(s)

Search HELP ~

Data Management Plan

Project Nau mai, haere mai, welcome
information

A Data Management Plan (DMP) is used to document important decisions relating to the data generated or
Requiremen ts gathered by a research project. A DMP should be created when planning research and then reviewed and
and updated throughout the project.
Considerations Researchers are responsible for creating and maintaining a DMP for sensitive or restricted data under the

University's Research Data Management Policy (guidance), but a DMP is recommended for all projects.
Dat
Researc h Help and support
Security « Click on the @ icon for guidance, including links to additional information.
Assessment t * View the DMP Tool User Guide for help and technical support to navigate the DMP toal.

» Go to the ResearchHub's Research data management planning page for resources and advice to help you

Sharing and plan the management of research data throughout the project.

CCCCCC

e

Data Management Planning
UL ReSBaZ Wednesday 1 July, 3pm-4pm


https://www.eventbrite.co.nz/e/data-management-planning-resbaz-tickets-1987285631821
https://dmp.auckland.ac.nz/

{,4 Activities

‘:" Zoom poll
What are you currently using to

document your research data
management plan?


Presenter Notes
Presentation Notes
Zoom poll

What are you currently using to document your research data management plan?

DMPonline (https://dmponline.dcc.ac.uk/)
Paper/text document (e.g. a word template)
DMPTool (https://dmptool.org/)
Institutional DMP tool (e.g. University of Otago DMPt https://dmp.otago.ac.nz/)
Other
None
Someone else in the research team handles that


Data management planning

Plan your data early

* Use a Data Management Plan (DMP) to plan and document your
data management decisions

* Identify ethical, legal, and sovereignty considerations early

* Clarify roles and responsibilities within your project

Next > How data is created and organised
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Most problems in research data management come from decisions not made at the start.


Data Creation * Types and sources of data

* Strategies to organise and

and Collection cissify data

* Legal and ethical requirements
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Now we move on to collecting and structuring data



Types and sources of data

Data can come from many sources. New data you collect or existing data you reuse.

Data type What itis Examples
< Primary data Data collected firsthand for the Surveys, interviews, focus groups,
current research project experiments, observations

{sSecondary data Existing data reused for a new  Census data, government statistics,
research purpose archived datasets, previous
research data

Research data / Collecting and analysing research data
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Data can come from many sources. New data you collect or existing data you reuse.
Think about:
Where data comes from
What formats it uses
What volume of data will be involved
How it will be interpreted later (data provenance tracks how data changes which is critical for interpretation and reuse)


Consider data types, sources, volume, and file formats. Incl descriptive and technical metadata, and use open, machine-readable file formats. Use logical file names and data organisation 
strategies. Build in data checking and quality assurance during data collection. Keep data in raw format whenever possible to facilitate future re-analysis and analytical reproducibility.
----
What data will be created or used? Tips: What data will be used as inputs in this project, e.g., existing data, survey data, scraping data, and physical samples? 
What data will be produced? Tips: the data outputs in your research project, e.g., spreadsheet, images, lab notebooks, audio/video files. 
How will you produce the data? Tips: What tools will be used to produce data in this project, e.g., software, methods, devices, and web-based platforms?

https://www.auckland.ac.nz/en/research/research-resources/research-data/collect-analyse-research-data.html

Considerations for data creation

Data collection is often when the most identifiable information is
present.

Considerations:

® What data* will be created or collected?
(e.q., type, format, volume, whether pre-existing or new)?

*Raw physical data (inputs) + raw digital data (outputs) + derived digital data + final datasets

®* How will the data be collected or created?
®* What standards or methodologies will be used for data collection?
®* What quality assurance processes will be adopted?

Do the chosen formats and software enable sharing and long-term access to the data?

Research data / Collecting and analysing research data
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Considerations for the creation of data
Consider data as it is transformed across the lifecycle.  Examples:
Interview data: audio recording  text transcript (raw data)  outputs of thematic analysis  combination with other variables into final dataset
Survey data: participant responses (raw data)  processed survey data  combined into final dataset
Images (e.g. brain scans): images (raw)  processed images  tabular data (numbers)  final dataset
Generating high quality data is important from collection. Data validation during collection or entry, error checking and other quality assurance processes are important.
Consider software and formats that enable sharing and long-term access to data

https://www.auckland.ac.nz/en/research/research-resources/research-data/collect-analyse-research-data.html

Secondary data reuse

If you plan to use existing (secondary) data, you will need to understand and
comply with any terms of use under which the data may be used or shared.

Considerations:

Is it identifiable or re-identifiable data? If yes, ethics approval is required.

Confirm that participant consent included use for secondary analyses. If no, ethics
approval and potential re-consent are required.

If you are working with routine health data, there are additional requirements.
Check Health New Zealand | Te Whatu Ora Health Research Support Service.

Check the quality of the data.
Check data use agreements or licenses to understand how the data can be used.
If you reuse data, cite it.

Research data / Collecting and analysing research data
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If you reuse data, you must comply with:
Licenses
Consent conditions 
Data use agreements

https://www.auckland.ac.nz/en/research/research-resources/research-data/collect-analyse-research-data.html
https://www.healthnz.govt.nz/health-professionals/research-publications-data/research/support-services
https://www.healthnz.govt.nz/health-professionals/research-publications-data/research/support-services

Data collection software & tools

Data collection is often when the most identifiable information is
present, so collection tools should be selected carefully

®* Use University-supported software or tools,
whenever possible.
These applications are often security tested /,l,"L ReSBaZ

and approved

An overview of REDCap

® Always consider where and with whom your Tuesday 30 June, 1pm-2pm
data is being sent, stored, or shared during
collection and processing. Capturing Longitudinal
Data in REDCap
® |s data backed up and is it secure? Wed 1 July, Tpm-2pm

Research data / Collecting and analysing research data / Data collection and generation tools
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Data collection is often when data is most identifiable, so collection tools should be carefully selected.
Use University-supported software and tools. These have generally undergone security testing, researcher are asked to carry out privacy impact assessments, comparison to existing tools and sometimes it means that enterprise agreements or protections are in place that will protect the data.

In general, the choice of tool affects:
Where the data is stored
How secure it is
Who can access it

https://www.auckland.ac.nz/en/research/research-resources/research-data/collect-analyse-research-data/data-collection-generation-tools.html
https://www.eventbrite.co.nz/e/research-data-collection-surveys-with-redcap-resbaz-tickets-1987285610758
https://www.eventbrite.co.nz/e/capturing-longitudinal-data-in-redcap-resbaz-tickets-1987285611761
https://www.eventbrite.co.nz/e/capturing-longitudinal-data-in-redcap-resbaz-tickets-1987285611761

Audio & video recording

University-provided Personal device Handheld

*up-to-date, screen lock, recording device
password-protected

| ] g

| - C— Y |

University-managed data capture

M P v Sign in to these tools using your University account
P MicrosoftTeams s pocord to the cloud

v" For Zoom: turn off the Al Companion capabilities (e.g. summaries

Zoom using generative Al) to prevent data from being shared with third-
party genAl models

v" Move audio recordings to secure storage as soon as possible

Research data / Collecting and analysing research data / Data collection and generation tools
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From IT acceptable use policy guidance:

You should always safeguard your personal and confidential data, passwords, and authorisation codes by:
using the anti-virus software provided to University staff members
keeping your operating systems and applications up-to-date
taking full advantage of file security mechanisms built into the computing systems
following guidelines for choosing a strong password, and not using your University password on other services
following established security policies and procedures to control access and use of administrative data


https://www.auckland.ac.nz/en/research/research-resources/research-data/collect-analyse-research-data/data-collection-generation-tools.html

Surveys, questionnaires & databases

Qualtrics XV

REDCap R

Is it easy to use?

Yes

A bit more work upfront

Do the surveys look nice?

Yes
(Qualtrics Demo)

Yes
(REDCap Demo)

Where is the data stored?

XM data centres, likely
Australia - offshore

University of Auckland data
centres - onsite

Is it secure?

Yes

Yes

What support is available?

Built-in help

XM Basecamp

Built-in help

REDCap Administrator
Online tutorials

HHRS (cost recovery)


https://auckland.au1.qualtrics.com/jfe/form/SV_424lneESbcXPOhE
https://redcap.auckland.ac.nz/surveys/?s=74FLC8WDXAEEYCY8
https://basecamp.qualtrics.com/path/learn-to-use-qualtrics-for-research

Tidy Data principles for tabular data

1. Every columnis a 2. Every row is an

variable. observation. value.

®* st row variable names (no spaces, simple).

®* 1 sheet/table per file.

® Savein a 'plain text' format (.csv).

® Use a README.txt for background and context.

Research data / Organising and describing research data / Tidy data

country year  cases

000000
000000
I 000000

Afghanistan 1999
Afghanistan 2000

Brazil
Brazil
China
China

1999
2000
1999
2000

745
2666
37737
80488
212258
213766

3. Every cellis a single

population
19987071
20595360
172006362
174504898
1272915272
1280428583
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Tidy Data: https://research-hub.auckland.ac.nz/article/tidy-data

When it comes to actually tidying a messy dataset, or recording data in a tidy way from the start, there are some procedures to follow.
Columns = variables, rows = observations, cells = data (values). 
Units don’t go in each cell, or even in the variable name, they go in the readme.
First row = variable or column names (make these understandable but without spaces)
Don’t combine multiple pieces of information in one cell (eg country_year limits the way the data can later be manipulated)
One table per sheet, one sheet per file
Record important contextual information in a plain text README file.
Describe the variables and give their units
Anything you did to the raw data to get your tidy data set - removed data, transformations, etc
Methods which may be important for understanding the data (study design & rationale, software versions, be as detailed as possible)
�
https://r4ds.had.co.nz/tidy-data.html

Use appropriate encryption or anonymisation methods and privacy protocols. Use version control and keep raw data separate from derived or cleaned data. Record workflows for provenance and context.


https://www.auckland.ac.nz/en/research/research-resources/research-data/organise-describe-research-data/tidy-data.html

Use of generative Al in research

* No standalone 'Al Policy' -
expectations for how we use Al
methods and tools will be woven
into existing policies.

« Al at the University

» Supervisors to approve project-
and activity-specific use of

generative Al.
(Implementation of the Guidelines for the use

of GenAl in doctoral research planned for Q3,
2026)

University approved Al tools

Enterprise-wide tools

For secure access, sign in to these tools using your University account. This is your

abcd123@aucklanduni.ac.nz address.

+ Microsoft 365 Copilot Chat is approved for public, internal and sensitive data.

+ Google Gemini is approved for public, internal and sensitive data.

+ Google Al Studio is approved for public, internal and sensitive data.

» NotebookLM is approved for public and internal data.

Free or user-pays tools

Before using these tools, we recommend going to settings and turning off permissions

for Large Language Model (LLM) training.

* Claude Pro and Claude Code are approved for public and internal data.

* ChatGPT is approved for public data.

* Consensus.ai is approved for public data.

* Perplexity is approved for use with public and internal data.

Developer platforms

Costs for developer platforms are based on usage.

» Watsonx.ai is approved for use with public and internal data.
» Azure Al is approved for use with public and internal data.

The above tools have been assessed by Digital Services to ensure compliance with
our IT Security Policy, Privacy Policy and Research Data Management Policy.

Further information about using the right Al tool for your research is available on the

ResearchHub.

Research Al, software and computing / Research Al / Generative Al tools
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The University's Generative AI usage standard is our guiding document and outlines the process by which you, student or staff member, can use Gen AI tools. �
We'll discuss the data classification in more depth shortly but identifying the risk profile of the data your are working with is essential to determining how to manage the research data and what tools and services, including generative AI one are approved and appropriate.

More broadly, Privacy Impacts Assessments may be requested of you whenever you seek to use a system/tool/platform that is not already University-approved. �
Whenever considering using an Gen AI tool you'll have extend your understanding of the costs/downsides/limitations/biases... of a particular tool. 

https://www.auckland.ac.nz/en/intranet/services/other-services/ai-university.html
https://www.auckland.ac.nz/en/intranet/services/other-services/ai-university.html
https://www.auckland.ac.nz/en/research/research-resources/research-ai-software-computing/research-ai/generative-ai-tools.html

Research metadata

Metadata describes and gives context for data (allowing discovery and reuse).

Type Whatitis Examples
& Descriptive Helps people find and Title, creator/author, description,
understand the dataset keywords, dates

' Administrative Supports access, governance, Ownership, access permissions, ethics

and compliance approvals, licensing, retention/disposal
rules
Technical Enables correct use and File formats, variables, software
interpretation methods, units of measurement, data

structure, instrument settings

Research data / Organising and describing research data / Research metadata
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Alongside the data itself, accompanying research data with appropriate metadata will help you and your collaborators to understand what you did and why. This supports reproducibility and is good research practice.

Metadata describes the data – what it is, how it was created and how it should be used. Without metadata, data becomes unusable.

We will come back to metadata a few times in the following modules. As an introduction, let’s consider three main types of metadata you’ll encounter in research data management.
First, descriptive metadata—this answers ‘What is this data?’ It helps people find and understand your dataset. Things like the title, a short description, and keywords all fall into this category.
Next, administrative metadata—this answers ‘Who can use the data?’ It covers access, permissions, ethics approvals, and licensing. This is especially important for sensitive data, like health or interview data.
Finally, technical metadata—this answers ‘How does the data work?’ It includes file formats, variable definitions, and software needed to interpret the data correctly.

A simple way to remember this is:�Descriptive helps you find it, administrative helps you use it responsibly, and technical helps you use it correctly.

MDS – including whakapapa metadata to provide information about the provenance of the data, the purpose for its collection, the context of its collection and the parties involved.

-----
Examples of metadata across the research data lifecycle
Who created the data? (Citation and information on data curators, data collectors, sponsors and contributors)
What does the data file contain? (Data format, file type, file structure, variable descriptions, missing data, weighting variables, software and keywords)
When were the data created? (Dates of fieldwork, time period covered, time dimension)
Where were the data created? (Spatial units and geographical coverage)
Why were the data created? (Background to creation and planned use)
How were the data created? (Methodology of data collection, sampling and processing, data access information)



https://www.auckland.ac.nz/en/research/research-resources/research-data/organise-describe-research-data.html
https://www.auckland.ac.nz/en/research/research-resources/research-data/organise-describe-research-data/research-metadata.html

Data security classification

® Considers damage or harm to
people and the reputation of
the University

Examples:

* Helps you to: » require human ethics approval, incl. personal

— Meet requirements information and de-identified health data

(e.g., a DMP is required if working * require animal ethics approval
with sensitive or restricted data) - are commercially sensitive
— Identify systems/controls * may be protected as intellectual property
(e.g., what software or storage - are subject to export controls
services are available if  am - are part of national defence

working with sensitive data?)

% https://www.auckland.ac.nz/en/about-us/about-the-university/the-university/data-governance/data-classification-standard.html
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Identifiability is one consideration that forms part of a data security classification.

The names of classifications might differ, but in general they will look very similar.
Security risk classification considers damage or harm to people and the reputation of the University. It covers all data types, but we have specific research data examples to consider.

Most data that you work with will be sensitive. 

The data classification is a decision making framework that helps you as researchers to:
Meet institutional, legal, ethical requirements
Identify tools, systems and controls that are appropriate for the data you are working with.


https://www.auckland.ac.nz/en/about-us/about-the-university/the-university/data-governance/data-classification-standard.html
https://www.auckland.ac.nz/en/about-us/about-the-university/the-university/data-governance/data-classification-standard.html
https://www.auckland.ac.nz/en/about-us/about-the-university/the-university/data-governance/data-classification-standard.html
https://www.auckland.ac.nz/en/about-us/about-the-university/the-university/data-governance/data-classification-standard.html
https://www.auckland.ac.nz/en/about-us/about-the-university/the-university/data-governance/data-classification-standard.html
https://www.auckland.ac.nz/en/about-us/about-the-university/the-university/data-governance/data-classification-standard.html
https://www.auckland.ac.nz/en/about-us/about-the-university/the-university/data-governance/data-classification-standard.html
https://www.auckland.ac.nz/en/about-us/about-the-university/the-university/data-governance/data-classification-standard.html
https://www.auckland.ac.nz/en/about-us/about-the-university/the-university/data-governance/data-classification-standard.html
https://www.auckland.ac.nz/en/about-us/about-the-university/the-university/data-governance/data-classification-standard.html
https://www.auckland.ac.nz/en/about-us/about-the-university/the-university/data-governance/data-classification-standard.html
https://www.auckland.ac.nz/en/about-us/about-the-university/the-university/data-governance/data-classification-standard.html
https://www.auckland.ac.nz/en/about-us/about-the-university/the-university/data-governance/data-classification-standard.html
https://www.auckland.ac.nz/en/about-us/about-the-university/the-university/data-governance/data-classification-standard.html
https://www.auckland.ac.nz/en/about-us/about-the-university/the-university/data-governance/data-classification-standard.html

{/ Activities

XX

Quiz question: Select the most likely
research data classification for each of
the examples below:

1. A publicly available dataset [Q3i

2. Interview audio files discussing a controversial

or private topic

3. Research into a new radar/communications

system for the military

4. Clinical trial data containing health information
with personal identifiers

9. An anonymous online survey

(expedited ethics) m

Classification

Higher
risk

Restricted
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---------
Zoom quiz (Matching answers)

Select the most likely research data classification for each of the examples below:

Data obtained from a publicly available dataset Public
Interview audio files containing participant conversations around a controversial or private topic Sensitive
Research into a new radar/communications system for the military Restricted
Clinical trial data containing health data with personal identifiers Sensitive
Data from an anonymous online survey Internal



Ethical considerations

What are the ethical considerations surrounding the research data?

Privacy and confidentiality

®* Does the project involve the collection of personal information (especially health information)?
What processes will you use to de-identify data to ensure confidentiality? What is the risk of re-
identification?

Access controls, including storage and transfer of data

®* Where will data be stored? What software or systems will be used to manage or analyse the data?
Who will have access to the data, and how will access be controlled?

Data deletion, archive and/or sharing for reuse

®* What are the conditions of data sharing, including applying an appropriate license? Have you gained
consent for data preservation and sharing? How and when will the data be archived and/or deleted?

ESE IO EER =58 Research ethics
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Data collection is often where sensitive information as most exposed. 
You’ll need to consider ethics approvals, consent and privacy
Consider all the ethical issues that may affect your project. 
How will you protect participant identity?
What processes will you use to de-identify or anonymise data to ensure confidentiality and protection of privacy? 
How will you securely store and transfer sensitive data?
What processes will you use to obtain consent for data sharing or reuse/optional secondary uses?

MDS – informed consent enables Manaakitanga (reciprocity)

https://www.auckland.ac.nz/en/research/research-resources/research-ethics.html

Privacy Act 2020

Principles governing the collection, handling and use of personal information

CREATE & ANALYSE & PUBLISH & DISCOVER &
COLLECT INTERPRET REPORT REUSE

@N (Purpose) @ P5 (Storage) P8 (Accuracy) P11 (Disclosure)

Only coIIect the data Keep data safe and Make sure data is Only disclose it with a
you need secure accurate lawful basis

O P2 (Source) Q P6 (Access) @ P9 (Retention) @ P12 (Overseas)

) Collect data directly Let people see their Only keep it as long as Only share overseas if
from the participant information you need it data will be safe

T P3 (Notification) @ P7 (Correction) {t P10 (Usage) P13 (Identifiers)
Tell the participant Let people correct their & Use only for the Be careful with unique

information purposes you got it for identifiers

BﬁP4 (Manner)

Be fair and respectful

QQ Further details >> Information sheet about the Privacy Act 2020 from the Privacy Commission
>> |[nformation sheet about the Health Information Privacy Code
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In New Zealand, the Privacy Act are the principles, or rules, governing the collection, handling and use of personal information.

Personal information includes anything that can identify an individual, such as names, addresses, emails, and phone numbers. Details that are less directly identifiable, but when combined with other information, could pinpoint a specific person, also fall under the definition of personal data. 

Similar to the research data lifecycle, the principles are ordered to help us make sense of them, although they don’t match up directly.

For example, the first four principles are related to the collection of data. These principles have a fair bit of overlap with the informed consent process and ethical approvals.
Only collect the data you need
Collect data directly from the participant
Tell the participant what you will collect and how it will be used
Collect data using fair, respectful and lawful ways

Other principles relate to: 
The storage of and participant access to data (P5-P7) 
The lawful uses of data (P8-P10) – including its accuracy, only keeping it as long as you need it and only using it for the purposes that you obtained it for
The disclosure of data (P11-P13) – including the requirement to limit overseas disclosure to countries where the data will be safe.



https://www.privacy.org.nz/assets/New-order/Privacy-Act-2020/Privacy-Act-2020/Privacy-Act-2020-information-sheets-full-final-set-A711970.pdf
https://www.privacy.org.nz/assets/DOCUMENTS/HIPC-Fact-Sheets/HIPC-Factsheet-1-Health-Information-Privacy-Overview-2025-Brand-Update-A1084401.pdf

o ResBaz

De'identifying data Working With Personally

Identifiable Research Data
Monday 29 June, Tpm - 2pm

Identifiable De-identified Confidentialised
Data that directly or indirectly identifies an individual Data which has had information removed from it to Data which has had statistical methods applied to it to
or business. reduce risk of spontaneous recognition. protect against disclosing unauthorised information.
SRR
Individual - Business Individual - Business Individual - Business
Name Héni Name Puzzles Name Unknown Name Unknown Name Unknown Name Unknown
Gender Female Type Paper Stationery Gender Female Type Manufacturing Gender Female Type Manufacturing
DOB  31/01/1985 : SRR DOB 1985 : Age 30- 40 years :
Address 28 My Road Employees 34 Address Postcode 6012 Employees  30-40 Address Wellington Employees  10-100
&‘;ﬁ:f:;t‘;:mz | Expenditure  $398,000 el ingran | Expenditure  $398,000 . Expenditure  Under $500,000

% Degrees of identification in data - From data.govt.nz (Creative Commons Attribution 4.0 International)
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Personal information carries significant risks. It can lead to harm if disclosed or misused. Even seemingly harmless data can become sensitive when combined with other datasets. Personal data can be broken down into different categories –
Identifiable data – either direct identifiers such as names, ID numbers, and addresses, and indirect identifiers like date of birth or employer.�De-identified data removes direct identifiers and obscures indirect ones—using codes instead of names, aggregating locations, or altering dates.�Confidential data  uses statistical techniques like aggregation and blurring to help reduce risk. 


De-identification is a process, not a single step. It involves removing direct identifiers and altering indirect ones. For example, in the diagram here
IDs are encrypted and names might be replaced with pseudonyms, locations is generalised,. The goal is to make re-identification extremely difficult without destroying the data’s utility.  as we move from left to right the data becomes less identifiable and more obscured.



=--------Metadata helps make data understandable and reuseable – but sometimes the more context and detail that is included, the greater the risk of identifying individuals. So now we need to think about identifiability (how easily data could be linked back to individuals) and how to manage that risk.

Data can contain personal information that directly or indirectly identifies an individual or business. 
An example of a direct identifier is Name or Address, indirect identifiers are gender, date of birth
Identifiable data must be protected

De-identification of data reduces risk but does not eliminate it. De-identified data has had information removed from it to reduce risk of recognition.
This could involve: 
removal of direct identifiers and assigning a key or ID that matches up identifiable information to the de-identified data
Other controls and safeguards to limit the risk of reidentification (e.g. age ranges, general locations)

We might apply further statistical disclosure methods to' confidentialis'e data. Large datasets with lots of data and now, through the use of AI, we consider that all data might be re-identifiable in the future.

https://data.govt.nz/assets/Uploads/data-confidentiality-degrees-of-identification-in-data.pdf
https://research-hub.auckland.ac.nz/guide-to-managing-research-data/sensitive-data/de-identifying-data
https://research-hub.auckland.ac.nz/guide-to-managing-research-data/sensitive-data/de-identifying-data
https://research-hub.auckland.ac.nz/guide-to-managing-research-data/sensitive-data/de-identifying-data
https://research-hub.auckland.ac.nz/guide-to-managing-research-data/sensitive-data/de-identifying-data
https://www.eventbrite.co.nz/e/working-with-personally-identifiable-research-data-resbaz-tickets-1987285637839
https://www.eventbrite.co.nz/e/working-with-personally-identifiable-research-data-resbaz-tickets-1987285637839

Data creation and collection

Create structured, usable data

* Use approved tools

°* Use metadata to describe the data — what it is, how it was created and
how it should be used

* Data security classification is a decision-making tool to help you to
assess data sensitivity and consider what level of protection it requires

Next > How to analyse and secure your data



Data Analysis' * Storage and backup

* Organisation, filenames, version
Storage & control
Security * Processing and analysis

* Data security
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Now we’re working with data – processing, analysing, storing and securing it.




Digital research data storage

Every stage of the research data lifecycle involves consideration of data storage

Key considerations:

® Where is the primary copy? *Where will research data be stored?
® Where does data collection and analysis happen?

® What needs to be backed up or protected?

®* What does your funder, ethics and/or organisation require?

Researchers at the University of Auckland are responsible for:

9. Ensuring that digital forms of research data are stored on an
appropriate University-managed research storage service or
other trusted storage service approved by the University
Chief Information Security Officer.

DRI BRI Research data / Research data storage



Presenter Notes
Presentation Notes
Appropriate research data storage is essential to ensure that data remains secure and protected against loss and unauthorised use.

Type of data
What data are being collected/gathered?
Are you collecting personal data?
Does the data in any other way require special protection?

Who needs access?
Does the project require granular access restrictions?
Where do project team members need to access the data?

Other things to think about: 
Where are you required to, or have agreed to, store data? 
Does the project need granular access restrictions? 
What processing or analysis will be needed? 
What is available?


https://www.auckland.ac.nz/en/research/research-resources/research-data/research-data-storage.html

Remove from...

Research data storage

Research data University-managed research data storage
“"Primary copy”

Research Drive Dropbox for Researchers
(—o9
=5 3} Dropbox
Locations University-managed
where data data capture

collection &

analysis happen Y ii’ Microsoft Teams
(Temporary) *ED(.:EIP |
qualtrics™ zoom
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Every stage of the research data lifecycle involves consideration of data storage
How does data move through stages of the lifecycle from active storage to long-term storage after the project (archive or publish) or deleted. Data should be evaluated throughout and deleted when appropriate.

Researchers are advised to use a University-managed research data storage service for research data. 

This supports continuity and research integrity
Includes: raw and cleaned research data, data that underpins publications, data that is needed to meet funder or institutional retention requirements

2. There are times when research data will reside in other locations, usually on a temporary basis.

These locations can support day-to-day activities, but care must be taken when handling personal data. Take care to follow through on the information you have provided to research participants about the management and long-term storage of their data.
The first of these is the use of the University-approved data capture or collection tools as we have previously described.
Except for REDCap, move raw data from these locations to University-managed research data storage as soon as possible.

3. Remove all research data from portable storage devices, including USB and any local storage, to ensure the data is available on a long-term basis for queries and clarifications.��Other notes:

OneDrive, Sharepoint, MS Teams, Google Drive are not suitable for research data.
(They are university managed, BUT data is stored offshore, storage is limited (1GB-1TB), and files are deleted immediately when staff leave the university)

Network shared drive – university managed, data onsite, backed up, not clear on storage limit, files become inaccessible immediately when leaving the university (but will still exist and be shared with others who have access). BUT, not clear how long these will continue to be provided.


Choosing research data storage

—-°J Research Drive

o L 1

— 2o ocated in New Zealand
Are you Research Drive C

working with

. : : : :
sensitive == Requires University credentials
data? — (includes external collaborators)

® Access controls: read-write or read-
only access across the entire drive

€® 9 Dropbox for researchers

"? Not located in New Zealand
Research Drive PO ® Sub-folders can be shared with
<, Dropbox specific people (including anyone
(—29) P . peop . : g any
(—=°0 outside of the University)
OneDrive is not appropriate for research data storage
Research data Active collaboration (at University of Auckland) because of the increased
ot requirements outside risk for data loss, limited stora d insufficient
New Zealand the University ! ge space ana insutricien

data provenance (data history) for research integrity.

Research data / Research data storage / Choosing data storage
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Māori data sovereignty – choosing research data storage that remains onsite enables Rangatiratanga (authority and jurisdiction) and Kaitiakitanga (guardianship)


https://research-hub.auckland.ac.nz/article/choosing-data-storage

Backing up your research data

Use University-managed storage services
v'Research Drive & Dropbox for Research are backed up automatically.

\/Files can be recovered from deletion up to 180 days.

General principles Be aware of the 3-2-1rule
° i -
What data/files need to be backed Q = E D
up? How often? Where? By whom? , ' ,
At least Using at least 2 different At least
® Atleast 2 people should have 3 copies storage media 1 copy offsite

access to the data.

Research data / Research data storage / Backing up research data
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Backing up: https://research-hub.auckland.ac.nz/article/backing-up

Disk drive failure rates: https://www.backblaze.com/blog/how-long-do-disk-drives-last/

Remember the 3-2-1 rule. 


https://www.auckland.ac.nz/en/research/research-resources/research-data/research-data-storage/backing-up-research-data.html

Organising research data

W whaanau-chatbot-study
Folder structures v B3 01-admin
consent-forms
* CLEAR, CONCISE, CONSISTENT L
® Folder hierarchy audio-recordings
field-notes

® short, descriptive folder names

. . . transcripts
® avoid overlapping categories

W 03-data-processing
®* limit size and depth of folders L
coding-files
* Consistent strategy prevents confusion deidentified-transcripts

memos-and-reflections

® Things are easy to find and to sort

d 0d-analysis
® Document your strategy visual-maps
® Set up and use databases if necessary 05-outputs

0b-metadata

% Further reading: Project structure by Danielle Navarro

N

project-name
code
data_clean
data_raw
docs
admin

manuscripts
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Good organisation supports
Reduces errors
Improves collaboration
Supports reproducibility

Clear folder structures and file naming are essential – not optional

How you organise data will have a big impact on how efficiently you can work with it or collaborate on it

Tip 1.  Project-based organisation
We may not have thought about folder hierarchies and file naming conventions before, but time invested here will deliver a huge return down the track
Your supervisor or lab group may already have a system - if so use it

First do an inventory of the kinds of data and files you’ll be creating or working with
Use this to design a folder structure and filename plan that will help your future self or others to understand your project
This will likely change as your research progresses - this is normal - but good practises at the start will make these changes easy to implement
For example, you might have a top level project folder for each PhD chapter, or for each discrete project you’re working on. 
Inside this you might have folders for:
documents (including manuscripts or notes)
a data folder (to house your raw, unprocessed data files)
a results folder (for processed data files and figures)
a source folder (for code used to create programs or analyse data)

These are some tips for managing folder hierarchies
Keep folder name short but descriptive
Follow conventions from colleagues or disciplinary norms if they exist
Don’t let folders get too big (holding most of your project in one folder) or too deep (having more than 4 or 5 levels of subfolders can get tedious)
Avoid using the same name for lots of subfolders (or files in different subfolders)

Link to additional detailed slides: slides.djnavarro.net/project-structure



https://djnavarro.net/slides-project-structure/#1

File naming conventions

® Create a template and document it
® Short, descriptive and use only important fields

® Avoid spaces or special characters and ambiguity

20170310-tmr-literature-review.docx
[date]-[creator]-[subject].[ext]

arthnz-rat-rbw-food-weights.xlsx
[project]-[animal model]-[creator]-[data type].[ext]

—T.

UCollege_AndersonM_Ped-Resp-Infection-Genomic-Determinants_Biosketch_20160125.pdf
[CTSA]_[InvestigatorLastNameFirstinitial]_[ProtocolShortTitle]_[Document]_[YYYYMMDD].[ext]

= teko-van-kuyk_pineapple-41-white-purple-black_35x50_2017
[artist-name]_[artworks-name]_[length-X-height(depth in case of sculpture)]_[date or year]

fr3s-140623-129C-2653-w.jpg
[studysite,depth of water]-[yyymmdd]-[tile#,treatment]-[photo#]-[photo coverage].[ext]
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File naming guidelines: https://library.stanford.edu/spc/university-archives/managing-university-records/file-naming-guidelines

Create a template or schema for naming different kinds of files
Include things like the date, creator, information specific to your project or the file, or an ID code.
One goal is to have the files in a given folder sort in a sensible order
The sequence of fields determines this
When using dates, use an unambiguous format such as the one up there
Whatever you decide, document this in a plain text file or DMP so you, future you, and collaborators can understand what they’re looking at. Store this file in the project folder or DMP. 


Research data documentation

Data-level documentation

® Provides information on individual data objects, such as a variable in a data file or
interview transcript.

¢ Should be brief and concise, include units of measurement, and use established
classifications and standards, where appropriate.

Study-level documentation

® Provides high-level information on the research context and design, the data collection
methods, data preparations and manipulations, etc.

Examples:

® Electronic lab notebook and protocol ® Software syntax and output files

® Data Dictionary ® Metadata record or database schema

* Codebook ® Links to reports and publications (DOIs)

®* Provenance information (third-party data)

Research data / Organising and describing research data / README
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Documentation explains: what the data means, how it was created and how to use it.

Documentation and metadata exists across multiple levels in a project
�At the Project level – we do this fairly regularly
– What is the study.      
– What Methodologies and instruments used
– What Bibliographic references

At the File/database level – we need to think about 
– How files or tables relate to another    
– What formats are used
– It’s a great idea to use a README.txt file in the top folder [SHOW README.txt examples and guidance in workbook] do they know how to create .txt file?
� At the Item or variable level we explain the meaning or definition of variable terms, and how they were arrived at 


Examples
README the starting point for understanding the group of files it accompanies
Data dictionary provides necessary context for interpreting tabular datasets by defining variables, units and codes
Codebook – includes data dictionary + describes codes used to categorise data, code definitions, relationships between codes and examples for when each code applies


https://www.auckland.ac.nz/en/research/research-resources/research-data/organise-describe-research-data/describing-research-data-readme.html

A README example

Title: Long-term variation of surface phytoplankton chleorophyll a in the Southern Ocean during
1965-2002

Authors:
- TORU HIRAWAKE (IMVESTIGATOR, TECHNICAL CONTACT)
- DAVE CONMELL (DIF AUTHOR)

Owner: Commonwealth of Australia

Citation: Hirawake, T. (2885) Long-term variation of surface phytoplankton chlorophyll a in the
Southern Ocean during 1965-2882, Ver. 1, <em>Australian Antarctic Data Centre</em> - <a
href="http://dx.doi.org/doi:18.4225/15/5a384278f2bb61">doi:18.4225/15/5a384278F2bb61</a>, Accessed:
2020-087-82

Revision Date: 20817-12-18
Metadata URL: https://data.asad.gov.au/metadata/records/chlorophyll_65-82
Dataset API URL: https://data.aad.gov.au/s3/api/bucket/datasets/science/chlorophyll_65-82?export=json

Abstract: The variation in the phytoplankton biomass over a decadal time scale, and its relationship
with the Antarctic Circumpolar Wave (ACW) and climate change, has been poorly interpreted because of
the limited satellite chlorophylla (chl a) data compared with the physical parameters from satellite.
ke analysed a long-term chl a dataset along the Japanese Antarctic Research Expedition (JARE) cruise
tracks since 1965 to investigate inter-annual wvariation of phytoplankton biomass. In the Southern
Ocean, increasing trends of chl a and the spreading of higher chl a area to the north with 3-7 year
cycles were found. Although relationships between the decadal change in chl a and climate change such
as variation of sea ice extent and the El1 Nino are still obscure, large variation of primary production
in proportion to the chl a is implied.

The chl a concentration of sea surface water has been measured routinely on board the icebreakers Fuji
and Shirase during almost every cruise of the JARE.

The downlead file contains chlorophyll a data collected from ship tracks on JARE voyages between 1965
and 2002.

The field in this dataset are:

Date (local time)

Year

Latitude

Longitude

Corrected Chlorophyll a

See the attached paper for more details.

The publications on the data collected during the 1965-1976 and 1988-1993 cruises are listed in Fukuchi
[1988] and Suzuki and Fukuchi [1997], respectively. For data on the 1977-1985 and 1994-1997 cruises,
see [Kanda and Fukuchi, 1979; Fukuchi and Tamura, 1982; Tanimura, 1981; Watanabe and Nakajima, 1983;
Inc and Fukuchi, 1984; Sasaki, 1984; Hamada et al., 1985; Fukuda et al., 1986; Hattorl and Fukuchi,
1988; Midorikawa et al., 2888]. Data post 1998-2882 cruises is in Hirawake and Fukuchi [2884]. Data
from the 1986-1987 will be published in the JARE data report of digital media, including all cruise
data.

Auxiliary Material for paper 2084GL821394 Long-term variation of surface phytoplankton chlorophyll a in
the Southern Ocean during 1965-2882. Toru Hirawake, Tsuneo Odate and Mitsuo Fukuchi (National Institute
of Polar Research, Tokyo) Geophys. Res. Lett., Vol (Num), doi:16.1829/2004GL821394

All of the chl a data have been reported in the publications of the National Institute of Polar
Research (NIPR).

Use Constraints: This data set conforms to the CCBY Attribution License
(http://creativecommons.org/licenses/by/4.8/).

Please follow instructions listed in the citation reference provided at
http://data.aad.gov.au/aadc/metadata/citation. cfm?entry_id=chlorophyll 65-82 when using these data.

ID: 1368

Metadata ID: chlorophyll 65-82
UUID: EBDSEEDA-DE@S-ACEF-AC94-AF171DBCE4GA

Og README guide



Presenter Notes
Presentation Notes
This is a README from a metadata record for a dataset held with the Australian Antarctic Data Centre. All Antarctic datasets funded by Australian government are added to this repository�Metadata example: https://data.aad.gov.au/metadata/records/chlorophyll_65-02 

Guide to writing a README: https://data.research.cornell.edu/content/readme

Record all of this information in a plain text file as you are collecting or creating your data and keep it in your project folder. You can create a plain text file in Windows by right clicking in a folder, (selecting more options on Windows 10), selecting New, then selecting Text Document. There will be occasions when you need to come back to your data after a few months or a year and you will not be able to remember all of the decisions you made previously if they are not written down. If you submit your work to a journal and someone raises an issue during review or after it’s published, it’s best to have everything written down to answer any questions or challenges.


https://data.research.cornell.edu/content/readme

Compute resources for data analysis

How you analyse data directly depends on the computing environment you use.

Key considerations:

® Data size & growth ® Collaboration needs
® Processing intensity ® Reproducibility & documentation
® Security & sensitivity ® Cost & access constraints

No single best compute option.

. . . . - Managed
Match your compute environment to the data — considering size, aml_ "\ e
complexity, sensitivity and your analysis goal. N S c

Research Al, software and computing / Advanced compute
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Presentation Notes
Research compute affects:
Data processing speed and reproducibility
Storage integration and access patterns
Security 

Choose compute environments based on:
Data size
Sensitivity
Collaboration needs


When we talk about managing research data, we often focus on storage, organisation, and documentation. But an equally important piece is research compute—because how you analyse your data depends directly on the computing environment you use.
Put simply, good data management requires the right compute environment, so your data can be processed efficiently, securely, and reproducibly.

So, what’s the key takeaway?
There’s no single best compute option. Instead, you need to match your compute environment to your data—considering size, complexity, sensitivity, and your analysis goals.
Thinking about compute early in your project isn’t just a technical decision—it’s a core part of managing your research data effectively.



https://www.auckland.ac.nz/en/research/research-resources/research-ai-software-computing/advanced-compute.html

Compute options

Data size, complexity, and format influence compute needs for analysis

Compute Data / Analysis requirements

Local machine Small, simple workflows

Virtual machines Moderate, reproducible workflows
HPC Large-scale, structured processing
ML / Al platforms Image processing, prediction
GPUs Deep learning, Al models

Research Al, software and computing / Advanced compute

Examples
Desktops, laptops
Managed VMs, Nectar

REANNZ

GPU workstations


Presenter Notes
Presentation Notes
Let’s briefly walk through the main types of research computing you’re likely to encounter.

First, local computing — your laptop or desktop.�This is where most research begins: small datasets, exploratory analysis, quick scripts. It’s convenient, but it has limits—processing power, memory, and also risks like poor version control or lack of backup. It’s best suited for early-stage work or smaller data.

Next, virtual machines, or VMs.�These are essentially computers you access remotely. The key benefit here is reproducibility—you can standardise your environment so collaborators are using the same tools and configurations. VMs are great for controlled workflows, teaching, or collaborative projects, but they typically don’t handle very large or intensive workloads.

Then we have high performance computing, or HPC.�These are large clusters designed for serious computational work—processing large datasets, running simulations, or parallel analyses. HPC environments are powerful but require more expertise, like using command-line tools and job schedulers. From a data management perspective, they’re essential when your data is large or complex, but they also require careful organisation and planning for data movement.

Now, increasingly important are machine learning and AI platforms.�These systems integrate data, compute, and modelling tools. They’re used for tasks like prediction, classification, or working with images and signals. These workflows demand well-managed data—clean, labelled, versioned—and also careful tracking of how models are trained.

Finally, GPU computing, including local GPU workstations.�GPUs are essential for deep learning and AI because they can process many operations in parallel. You might access GPUs locally, on an HPC system, or via the cloud. But they also generate large intermediate datasets and require high-throughput access to data, which has implications for how you store and structure your data.

Thinking about compute early in your project isn’t just a technical decision—it’s a core part of managing your research data effectively.



What are the options?
1. Local computing (desktops/laptops)
Convenient and immediately accessible
Limited by CPU, RAM and storage
Often not backed up or centrally managed
Limited support for collaboration and reproducibility

2. Virtual Machines (software-based computers running on shared infrastructure)
Customisable (OS, software stack)
Reproducible environments – can be standardized across teams for reproducible workflows
Accessible remotely
Moderate performance (shared resources) 

3. High Performance Computing (HPC – large-scale computing clusters designed for intensive computation)
Enables processing of very large datasets (e.g., genomics, climate modelling)
Batch processing and parallel computing
High CPU core counts
Requires specialist skills (job scheduling, command line) and requires careful data organisation and transfer management
Often includes structured data storage and (sometimes) backup systems

4. Cloud computing platforms (scalable, on-demand computing)
Elastic scaling (compute up/down as needed)
Integrated storage, databases and AI services
Cost management required
Data sovereignty considerations
Strong integration with data pipelines and sharing (global accessibility)

5. Machine Learning / AI platforms (managed ML services, notebooks, pipelines)
Enables predictive modelling, data classification, image/signal analysis
Integrates data, compute and model training workflows
Specialised tools for training and development
Workflows can be automated
High compute demand (especially training models)
Requires well-prepared, well-governed datasets

6. GPU computing (including local GPUs)
Use of graphics processing units for parallelizable workloads
Used for deep learning and AI, image processing, simulation
GPUs can be included in local workstations, HPC or cloud
Expensive hardware and not useful for all types of computation
Significant acceleration for specific workloads and essential for AI applications
Requires high-throughput data access

When we talk about managing research data, we often focus on storage, organisation, and documentation. But an equally important piece is research compute—because how you analyse your data depends directly on the computing environment you use.
Put simply, good data management requires the right compute environment, so your data can be processed efficiently, securely, and reproducibly.



https://www.auckland.ac.nz/en/research/research-resources/research-ai-software-computing/advanced-compute.html

Transcription tools

Transcribe: Record and transcribe: Transcribe Desktop
® on Nectar virtual S
* Microsoft Teams desktop

.
Q o

Z00Mm

Considerations for de-identification of transcripts

Create a de-identification log of all replacements or removals made

Store the log separately from the de-identified data files

|dentify replacements in text in a meaningful way — such as indicating replaced text with
square brackets [] in transcribed interviews, or using XML markup tags like <anon>...</anon>
For qualitative data like transcribed interviews or survey textual answers, use pseudonyms or
generic descriptors rather than blanking out information

Research data / Collecting and analysing research data / Transcription
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Presentation Notes
From IT acceptable use policy guidance:

You should always safeguard your personal and confidential data, passwords, and authorisation codes by:
using the anti-virus software provided to University staff members
keeping your operating systems and applications up-to-date
taking full advantage of file security mechanisms built into the computing systems
following guidelines for choosing a strong password, and not using your University password on other services
following established security policies and procedures to control access and use of administrative data


https://www.auckland.ac.nz/en/research/research-resources/research-data/collect-analyse-research-data/transcription.html

What is reproducibility?

Reproducibility means that research findings can be independently
verified by repeating the analysis using the original data, code, and
documented methods.

If another researcher can follow your documented process and get the same
results, your research is reproducible.

Term Same data? Same methods? Purpose
Reproducibility v v Verify analysis
Replication X v Test generalisability

Repeatability L2 (same team) v Internal consistency
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Presentation Notes
Good data management supports transparency, reproducibility and the responsible use of data. 
What do we mean by reproducibility?
Reproducibility means that research findings can be independently verified by repeating the analysis using the original data, code and documented methods.
Supported by:
Well-organised data
Clear documentation
Version control
Shared code and workflows
Appropriate data access and preservation

Reproducibility is similar to replication and repeatability. 
Reproducibility asks - Could someone else rerun our analysis with the same data and methods and get the same result?
Repeatability asks – Could our run our analysis again under the same conditions and get the same result? 
Replication asks – Do our research results hold in another dataset?






Reproducible data workflows

Analysis is where data provenance is most easily lost —and most important.

To track how data changes (cleaning/processing) and versions:

®* Keep a read-only copy of raw data

®* Work on a separate, editable version for cleaning and analysis

®* Document the steps used to get from raw data to tidy data

®* Create a README or data dictionary describing variables, units and context
Scripted cleaning and analyses (e.g., R, Python, Stata, SQL) - transparent, shareable,

reviewable, scalable. Supports reproducibility, protects data integrity, and enables
collaboration and reuse.

Research data / Organising and describing research data / Tidy data
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During analysis, the most important principle is
Keep raw data unchanged
Document everything you do

If someone can’t understand how you got from raw data to results, the research is difficult to validate.

Reproducibility depends on:
Clear workflows
Good documentation and
Consistent data handling

To use tools that make computation most efficient, such as programming languages like R, Python and MATLAB, we need to structure our data in a way that computers will understand��Taking a Tidy Data approach reduces the effort required to prepare data for visualization and statistical analysis.�
This will save you time down the track, and your collaborators will greatly appreciate working with a Tidy Dataset.  �
Tidy Data is based on several guiding principles:
- always keep a pure unaltered copy of the raw data
- have a separate copy that you can tidy up or transform
- keep a record of the exact steps you took to get from raw to tidy (this recipe ensures your work is repeatable and reproducible)
- keep a metadata record (readme.txt, where you describe each variable and its units)

The term “data provenance”, sometimes called “data lineage,” refers to a documented trail that accounts for the origin of a piece of data and where it has moved from to where it is presently. The purpose of data provenance is to tell researchers the origin, changes to, and details supporting the confidence or validity of research data. The concept of provenance guarantees that data creators are transparent about their work and where it came from and provides a chain of information where data can be tracked as researchers use other researchers’ data and adapt it for their own purposes.

https://www.auckland.ac.nz/en/research/research-resources/research-data/organise-describe-research-data/tidy-data.html

Version control

1. Semantic version control

Version numbers in the filename:
coastline-erosion-manuscript-1.2.doc

2. Collaborative writing tools
Office 365, Dropbox Paper, Google docs, etc.
3. Version control systems

Originally designed for software development but widely & -
used by researchers for collaborating on analyses and
writing manuscripts.

Git + GitHub

% Further reading: Version control strategy and best practice (UK Data Service)
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Version control helps track changes and avoid confusion.

Use version control to keep track of changes. 
This can be simple as semantic version control or using collaborative writing tools. 
Where appropriate, you can use version control systems such as Git. Git is installed locally and allows you to track changes to collections of files and, if needed, to roll back to a previous version easily. GitHub is a host for pushing these collections of files up to the cloud to make collaborating with others easy. 

Note: Git and GitHub work with plain text files (not word documents).

 

https://www.ukdataservice.ac.uk/manage-data/format/versioning

Remove from...

Research data storage

Research data University-managed research data storage
“"Primary copy”

Research Drive Dropbox for Researchers
(——o9]
= &S Drophox
Locations University-approved Compute-adjacent
where data data capture storage (VMs, HPC)
collection & J— Secure Research

. ® Managed :
analysis happen &EDCE‘IP@ * Microsoft Teams == e Environment

(Temporary) _ ARDC
qualtrics™ zZzoom Nectar @ ©
REANN/Z
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Presentation Notes
Every stage of the research data lifecycle involves consideration of data storage (part two)
How does data move through stages of the lifecycle from active storage to long-term storage after the project (archive or publish) or deleted. Data should be evaluated throughout and deleted when appropriate.

Researchers are advised to use a University-managed research data storage service for research data. 

This supports continuity and research integrity
Includes: raw and cleaned research data, data that underpins publications, data that is needed to meet funder or institutional retention requirements

2. There are times when research data will reside in other locations, usually on a temporary basis.

These locations can support day-to-day activities, but care must be taken when handling personal data. Take care to follow through on the information you have provided to research participants about the management and long-term storage of their data.
The first of these is the use of the University-approved data capture or collection tools as we have previously described.
Except for REDCap, move raw data from these locations to University-managed research data storage as soon as possible.
The second is where heavy processing happens (compute-adjacent storage). Considerations include: minimising data movement between storage and compute, high-performance requirements, often limited storage and no backup.
The third is where sensitive data may be analysed (Secure Research Environment), protecting participants, communities, institutions and researchers

3. Remove all research data from portable storage devices, including USB and any local storage, to ensure the data is available on a long-term basis for queries and clarifications.��Other notes:

OneDrive, Sharepoint, MS Teams, Google Drive are not suitable for research data.
(They are university managed, BUT data is stored offshore, storage is limited (1GB-1TB), and files are deleted immediately when staff leave the university)

Network shared drive – university managed, data onsite, backed up, not clear on storage limit, files become inaccessible immediately when leaving the university (but will still exist and be shared with others who have access). BUT, not clear how long these will continue to be provided.


3 ¢ Activities
Documenting research data analysis

o Inthe Zoom chat...

What is one analysis step in your research that would
be hard for someone else to reproduce?

ldentify one piece of documentation that would fix
that.

If you can't explain it later, you'll struggle to defend it.



Principles of data security

Good security balances protection and usability

Principle What is it? Example

Confidentiality Only authorised people can Restricting access to identifiable
access data data

Integrity Data is accurate and complete, Preventing accidental overwriting
not altered improperly of datasets

Availability Data is accessible when needed Backups ensure data isn't lost

% CIA Triad — described by National Institute of Standards and Technology (NIST)
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Presentation Notes
Security depends on how sensitive your data is – this becomes important when we talk about data sharing.

Researchers and institutions are asked to consider data security in order to protect the privacy of individuals involved in the research (most importantly the participants).

The CIA triad describes three core principles of data security. 

Confidentiality means only authorised people can access the data. This is especially important for sensitive or identifiable information.
Integrity is about keeping data accurate and preventing unauthorised or accidental changes.
And availability means the data is accessible when you need it—for example, having backups so research isn’t disrupted.

In practice, good data security is about balancing all three—protecting the data without making it unusable.

MDS – enables Kaitiakitanga. Good security balances Tapu (restricted) and Noa (open), 

https://csrc.nist.gov/publications/detail/sp/800-12/rev-1/final

Data security risk assessment

Identifying what could go wrong and how likely/serious it is

Common risks in research

Unauthorised access to sensitive data
Lost or stolen devices (laptops, USBs)
Weak passwords or shared logins
Accidental sharing (emailing wrong file)

Poor data handling or storage practices

Simple approach
1. ldentify risks

2. Assess likelihood and impact

3. Apply appropriate controls
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Risk assessment is essentially asking: what could go wrong with our data?

In research, common risks include unauthorised access, losing a device like a laptop or USB, weak passwords, or accidentally sharing the wrong file.

A simple way to think about this is in three steps: identify the risks, consider how likely they are and what impact they would have, and then put controls in place to reduce them.

You don’t need to eliminate all risk, but you do need to understand and manage it appropriately.



Security controls

A~
ﬂ Encryption o Access Controls ﬁ Authentication QAudit & Monitoring
® Protects data if ® Limit data accessto  ® Verifies user identity ® Track who accessed or
stolen or those who need it . changed data
intercepted Strong passwords +
® Role-based access multi-factor ® Helps detect and
® At rest (stored files, authentication investigate issues
drives) (MFA)
® In transit (email, ® Role-based access

uploads, downloads)

Using FileSender to
share data/files

Restrict access to

Institutional SSO + System logs of file
MFA access

® Lock devices when unattended ® Store data in approved systems (not personal drives)
®* Don't share passwords ® Be cautious with email attachments/links

identifiable data

Q Good personal practices
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Once you’ve identified risks, the next step is applying controls to protect your data.

Encryption ensures that even if data is lost or intercepted, it can’t be easily read. This applies both to stored data (like files on a laptop) and data being transmitted.
Access controls are about limiting who can see or use the data. A key principle here is giving people the access they actually need.
Authentication is how systems verify who you are. This is where strong passwords and multi-factor authentication are vital.
Audit and monitoring means keeping track of who has accessed or changed data. This is important if something goes wrong - you can see what has happened.

Just as important are everyday personal practices - locking your device, not sharing passwords, and using approved systems rather than personal storage.

Together, these reduce the likelihood that sensitive data is exposed or misused.



Secure research environment (SRE)

Project-specific virtual platform for the secure 0& On-prem SRE
storage and analysis of sensitive data. N
& ey
Security PORTAL

* Controlled access for authorised people & z;(;fd T @ pojecs 3 :
® Project data is encrypted & Data |
" |
i |

® Auditable data import, export and access ingress 8- 4
. Data '@_ Data
Collaboration YN

[ ) m egress
®* Shared workspace for a project with data and

analytical tools in one place

SAFE PEOPLE
@ Compliance
® University approved for sensitive data

® Aligned with University security and governance
standards

SAFE PROJECTS

SAFE SETTINGS

SAFE DATA

SAFE OUTPUTS

e PROJECT SETUP REVIEW

DR IO N LT Y Socyre Research Environment (SRE)
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A SRE gives us tools to balance security and research requirements, enabling researchers to collaborate, access, and analyse data relevant to their projects while adhering to security protocols.


https://www.auckland.ac.nz/en/research/research-resources/research-ai-software-computing/advanced-compute/secure-research-environment.html

What to do in case of a data breach

A data breach = unauthorised access, loss, or disclosure

Immediate steps

1. Contain the breach (e.g., disconnect device / revoke access)

2.  Report immediately and follow institutional process

- Privacy Breach Management Procedures (University of Auckland)
-~ Report an information security incident (University of Auckland)

3. Document what happened (e.g. what data, who was affected, when)

Support teams will help with next steps — assess risk and impact, notify affected parties
(if required) ,review and improve security practices.

% https://www.auckland.ac.nz/en/intranet/services/other-services/crisis-management/incident-resilience-management.html
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A data breach is any situation where data is accessed, lost, or shared without authorisation.

If this happens, the priority is to act quickly. 
First, contain the breach - for example, disconnect a device or revoke access.
Second, report it immediately using your institution’s process. Don’t try to handle it on your own.
Third, document what happened in your DMP - what data was involved, and when.


https://www.auckland.ac.nz/en/intranet/services/other-services/crisis-management/incident-resilience-management.html
https://www.auckland.ac.nz/en/intranet/services/other-services/crisis-management/incident-resilience-management.html
https://www.auckland.ac.nz/en/intranet/services/other-services/crisis-management/incident-resilience-management.html
https://www.auckland.ac.nz/en/intranet/services/other-services/crisis-management/incident-resilience-management.html
https://www.auckland.ac.nz/en/intranet/services/other-services/crisis-management/incident-resilience-management.html
https://www.auckland.ac.nz/en/intranet/services/other-services/crisis-management/incident-resilience-management.html
https://www.auckland.ac.nz/en/intranet/services/other-services/crisis-management/incident-resilience-management.html
https://www.auckland.ac.nz/en/intranet/services/other-services/crisis-management/incident-resilience-management.html
https://www.auckland.ac.nz/en/intranet/services/other-services/crisis-management/incident-resilience-management.html
https://www.auckland.ac.nz/en/about-us/about-the-university/policy-hub/university-governance/privacy/privacy-breach-management-procedures.html
https://www.auckland.ac.nz/en/about-us/about-the-university/policy-hub/university-governance/privacy/privacy-breach-management-procedures.html
https://www.auckland.ac.nz/en/students/safe-computing/report-security-incident.html
https://www.auckland.ac.nz/en/students/safe-computing/report-security-incident.html

Data analysis, storage and security

Make analysis reproducible and protect data

* Keep raw data intact and document all changes
* Choose appropriate compute and storage environments

* Apply data security practices to protect sensitive data

/l'u’lr >y ResBaz

Next = How to share and preserve your data Five safes in Action: A Tour of

a Secure Research
Environment
Thurs 2 July, 4pm - 5pm
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Keep data organised, documented and secure – and make your analysis reproducible.

https://www.eventbrite.com/e/the-five-safes-framework-in-action-a-tour-of-a-secure-research-environment-resbaz-tickets-1987456409622
https://www.eventbrite.com/e/the-five-safes-framework-in-action-a-tour-of-a-secure-research-environment-resbaz-tickets-1987456409622
https://www.eventbrite.com/e/the-five-safes-framework-in-action-a-tour-of-a-secure-research-environment-resbaz-tickets-1987456409622

Data Sha ring * Rationale for data sharing

* Access conditions for

and AI‘ChiVing sensitive data (Five Safes)

* Archive and retention
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Up to this point, we’ve focused on how you manage and protect your data during your project.�Now we shift to: what happens when others need access to your data?




Skip example

FAIR and CARE data principles

FAIR data principles
v"Make data easier to discover

-
BVe v'Promotes (human) actions now to
ble Accessible Interoperable Reusable enable wider Sharing and reuse later
W NSO Y (by humans and machines)

O ———_/and v'Supports reproducibility and open

research
Collective  Authority Responsibility Ethics CARE principles for indigenOUS data

Benefit to Control

v'Complement FAIR by considering people

Global Indigenous Data Alliance https://www.gida-global.org/care and pU rpose
v'Promotes the governance of indigenous

data and advancement of indigenous
data sovereignty, innovation and self-
determination
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Sharing research data means the work is more discoverable and citable, and that research findings can be reproduced, replicated, and validated. 
Data should be shared where possible – but not always openly
The principle is “As open as possible, as closed as necessary”

FAIR helps us to make data reusable and easier to discover.
FAIR makes data findable, accessible, interoperable, reusable.

CARE principles help researchers to do this ethically, especially for indigenous or sensitive data.

But in human health research, data is often highly sensitive – so we can can’t always share openly.

https://research-hub.auckland.ac.nz/article/fair-principles-for-research-data
https://www.gida-global.org/care
https://www.gida-global.org/care
https://www.gida-global.org/care
https://research-hub.auckland.ac.nz/article/care-principles-for-indigenous-data

Skip example

F A | R

Findable Accessible Interoperable Reusable
(others know how to
access)
AN AN
o . N7 L N
Metadata (descriptive information), Metadata is with data and
DOI and process for access are disciplinarily specific. Combining and
external facing, human and machine using data are enabled by format
readable E.g., internet search results, and file type(s).
bibliographic databases. E.g., Data Management Plan,
Protocol, README.txt
\_ AN
Y Y

Research data / Organising and describing research data / FAIR principles for research data
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The FAIR data principles have been designed to maximise the integrity and impact of research data by supporting discovery and reuse both by humans and machines.

Making research data that you work with more FAIR can:
Increase visibility and impact of yourself and your work
Maximise the potential from your datasets
Improve the reproducibility of your research.

Strategies to implement FAIR

Findable
Describe your research data using metadata
Give your research data a unique persistent identifier (DOI)

Accessible
Register your research data or metadata record online
Describe how access can be requested

Interoperable
Use open non-proprietary file formats to ensure that others can reuse and reproduce your research findings
Use a common metadata schema or data description that can enable data exchange

Reusable
Apply a license and explain how the data can be reused
Ensure that it is ethically and legally appropriate to share the data, including participant consent to make the data available.

https://www.auckland.ac.nz/en/research/research-resources/research-data/organise-describe-research-data/fair-principles-research-data.html

Australian Antarctic Data Centre

¥'Data management and spatial data services

Search

Australian Antarctic Data Centre / Discover and Manage Data / Records / chlorophyll_65-02

Metadata details
chlorophyll_65-02

View the full metadata record

Citation
Hirawake, T. (2005) Long-term variation of surface phytoplankion chlorophyll a in the
Southern Ocean during 1965-2002, Ver. 1, Australian Antarctic Data Centre -
doi:10.4225/15/5a384270f2b61, Accessed: 2025-04-07

Title
Long-term variation of surface phytoplankton chlorophyll a in the Southern Ocean
during 1965-2002

Data Centre
Australian Antarctic Data Centre, Australia

DOI
doi:10.4225/15/5a384270f2b61
Created Date
2005-08-22

Revision Date
2017-12-18

Unique persistent
identifier (DOI)
= Findable

Parent record
None

= Request DOI & Edit record

Datasets and documents

chlorophyll_65-02
Long-term variation of surface phytoplankton chlorophyll a in the Southern Ocean during 1965-2002

&% Download dataset & View dataset contents

[ Public |l Submitted 22 Aug 2005

chlorophyll_65-02
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Presenter Notes
Presentation Notes
This is a metadata record for a dataset held with the Australian Antarctic Data Centre. All Antarctic datasets funded by Australian government are added to this repository (or people don’t get funded again!)
�Metadata example: https://data.aad.gov.au/metadata/records/chlorophyll_65-02 

Publishing the metadata record in a data repository registers the record online and enables online discovery - enables Findable and Accessible.
Giving the research data a unique persistent identifier (DOI) enables Findable



Enabling FAIR

Access Use Constraints
These data are publicly available for download from the provided URL. A copy of some of the referenced publications is available for download by | This data set conforms to the CCBY Attribution License (http://creativecommons.org/licenses/by/4.0/). |
AAD staif only.
Please follow instructions listed in the citation reference provided at http://data.aad.gov. au/aadc/metadata/citation.cfm?entry_id=chlorophyll_65-02
| | when using these data. |
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Presenter Notes
Presentation Notes
Describing how access can be requested enables Accessible
Describing the data using metadata and using a common metadata schema enables FAIR


EH%EEIT.IEH AUSTRALIAN ANTARCTIC
) PROGRAM DA‘I‘A BENTRE Enter data keywords, me | @

Find data Add yourdata About Help & resources Login | Register

Home / Datasets / View dataset

chlorophyll_65-02
Metadata Entry ID: chlorophyll_65-02

Long-term variation of surface phytoplankton chlorophyll a in the Southern Ocean during 1965-2002

Dataset

View Metadata Record Download Dataset

Citation

Hirawake, T. (2005) Long-term variation of surface
phytoplankton chlorophyll a in the Southern Ocean
during 1965-2002, Ver. 1, Australian Antarctic Data
Centre - doi:10.4225/15/5a384270f2b61, Accessed:
2025-04-08

Use Constraints

This data set conforms to the CCBY Attribution
License (http://creativecommons.org/licenses/

Contents .
Apply a license
Resource = Beusable ize
B LICENSE . .
Metadata is with data
B README = Interoperable B
B chlorophyll_65-02.csv . KB
Use open file formats,
B chlorophyll 65-02.xml = !nteroperame KB
4 records

by/4.0/). Please follow instructions listed in the
citation reference provided at http://
data.aad.gov.au/aadc/metadata/citation.cfm?
entry_id=chlorophyll_65-02 when using these data.


Presenter Notes
Presentation Notes
Selecting this dataset to download leads you here - 4 files.�
Including a README file includes metadata that enables understanding of what was done and how, abbreviations, data structure etc. – enables Interoperable
Using open no-proprietary file formats to ensure that others can reuse the data – enables Interoperable�(In this case, 2 sets of the same dataset but in two different formats - csv and xml to suit different users and purposes.)
Applying and sharing a license describes how the dataset can be used/reused – enables Reusable



C

Collective benefit

A

Authority to control their data

R

Responsibility to engage respectfully
with those communities

E

Indigenous Peoples' ethics should
Everyone inform the use of data across time

Specific people
and purpose

Research data / Research data policies ... /| CARE principles for indigenous data



Presenter Notes
Presentation Notes
What if your research includes human participants, or other forms of sensitive data that cannot be shared publicly because of legal, ethical or sovereignty constraints?

CARE reminds us that data has ethical and cultural dimensions. Not all data should be openly shared – especially indigenous or sensitive data.

Here is an example of balancing FAIR with CARE data principles to govern indigenous data sovereignty.

1. Publishing a data record enables Findable and Accessible and can apply to everyone.

2. Pause and reflect on the CARE data principles as to how and with whom data about Indigenous populations may be shared.

3. You may then implement processes to enable Interoperable and Reusable, while restricting access to the data to specific people and purpose.

In human health research, data needs controlled access, not open sharing


https://www.auckland.ac.nz/en/research/research-resources/research-data/research-data-policies-ethics-requirements/care-principles-indigenous-data.html

Five Safes framework

Decision-making framework to help

researchers decide how to share data safely .- CO%OD ao
///

« Safe people: Who can access the data? Safe people

Do they have the right training and knowledge?
« Safe project: Is the use of the data appropriate?
- Safe settings: Where will the data be Safe output SA PPiREs

accessed? \

\ .

« Safe data: How is risk reduced within the data

itself?
« Safe output: What can be published or o

released? Safe data Safe settings

% https://www.stats.qgovt.nz/integrated-data/how-we-keep-integrated-data-safe/



Presenter Notes
Presentation Notes
Five Safes doesn’t stop data sharing – it enables it. 
It helps us move from ‘we can’t share this data’ to ‘how can we share it safely?”

Safe people Who can access the data?
Safe projects Is the use appropriate?
Safe data How is risk reduced?
Safe settings Where is it accessed?
Safe outputs What can be released?

When thinking about access to data, we need to consider whether ‘five safes’ conditions are met: safe people, safe projects, safe settings, safe data, and safe output. Each Safe is not considered in isolation but is inter-related. 
Safe people: The credential, experience and training of the people accessing the data.
Safe project: Does the project delivers a public benefit? The context, ethics, risks ( confidentiality risks; reputational risks and commercial risks), end user of the project needs to be considered
Safe settings: An environment to keep and analyse data securely
Safe data: Data protected through appropriate controls eg: de-identified
Safe outputs: Ensuring statistical results are non-disclosive
Two additional safes: Organisation and Groups


https://www.stats.govt.nz/integrated-data/how-we-keep-integrated-data-safe/
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Before publication, all outputs are
reviewed by a disclosure control team
to ensure no individual can be
identified. Findings are published with
aggregated statistics. Small cell counts
are suppressed to maintain
confidentiality.

Safe output

\
\

Names, addresses, and other
direct identifiers are removed.

Geographical data is aggregated.

\
| .

Safe data

Description and information from the creators of the Five Safes framework

__ Example
Evaluating the secondary reuse of data

Using the Five Safes Framework to evaluate access to sensitive or confidential data

Researchers in the project team are required to complete
training on data confidentiality, statistical disclosure
control, and secure handling of sensitive data.

- Jtﬁl)]( .

Safe prOJects

Researchers submit a proposal to a
data access committee, demonstrating
that the project serves public interest
and that the data will be used in an
appropriate and ethical way.

Safe settings

Data is accessed through a Secure Research
Environment (SRE). No internet access,
external storage or printing. All user activity,
queries, and data exports are logged and
monitored.

%

How Stats NZ uses Five Safes to manage access to integrated data in NZ

- DSA


Presenter Notes
Presentation Notes
How do we determine what is in the public interest?
(From Stats NZ)

A project is in the public interest if it benefits New Zealand society as a whole or specific New Zealand communities.

For example, we may consider whether projects are likely to provide value to:
the goals of the communities of interest (including iwi and Māori) and those who will be impacted on by the data
long-term wellbeing and development of New Zealanders
stronger Māori-Crown relationships that might enhance iwi, hapū, and whānau development
government priorities
government inquiries into matters of public interest
any community-led wellbeing initiatives that others could support and learn from.


https://fivesafes.org/
https://www.stats.govt.nz/integrated-data/how-we-keep-integrated-data-safe/

Nga Tikanga
Paihere

Decision-making tool to help
with safe, ethical, and
culturally-appropriate data
practices

® Draws on tikanga (Te Ao Maori
— Maori world concepts)

® Encourages community
participation in data decisions

® Used alongside Five Safes

% Description of Nga Tikanga Paihere from Stats NZ

%8
Tapu

Have appropriate
expertise,
skills, and

relationships
with communities

Maintain public
confidence and
trust to use data

Use good data
BENGENGH
and practices

Have clear
purpose
2 . §
and action Sy, 13 bossf%

Balance
benefits and
risks

Nga Tikanga
Paihere

Ma nga tikanga e arahina - Be guided by good principles

How Stats NZ uses Five Safes and Nga Tikanga Paihere to manage access to integrated data in NZ

¢

Whakapapa
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Presentation Notes
Ngā Tikanga Paihere is intended to help researchers engage with Māori and other communities to ensure the use of data is respectful, ethical and culturally appropriate. 

Ngā Tikanga Paihere supports ethical data practice and research by ensuring that researchers:
meaningfully involve the community of focus, 
are transparent about how data is being used, 
think about the positive and negative consequences on communities, and 
meet both of the data-related obligations of Te Tiriti o Waitangi and human rights considerations.

https://www.data.govt.nz/toolkit/data-ethics/nga-tikanga-paihere
https://www.data.govt.nz/toolkit/data-ethics/nga-tikanga-paihere
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How is access to sensitive data controlled?

When data can’t be openly shared, access is usually governed by agreements.

Data Use Agreement (DUA)

Data Sharing Agreement (DSA)

Purpose Controls how you use data Controls how data is shared between
organisations
Examples Accessing an existing dataset Active collaboration or transfer

(e.g. Health NZ data)

between organisations

Include in agreements...

Five Safes helps us decide Safe people

Who is allowed access

what conditions are needed  gafe projects

What the data can be used for

Safe settings

Where data can be accessed

Safe outputs

Publication restrictions

Research data / Research data policies ... / Data-sharing agreements
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Presentation Notes
It’s worth spending a moment clarifying the difference between Data Use Agreements and Data Sharing Agreements—and where they overlap.

Both DUAs and DSAs are legal agreements that govern how data is handled. They both aim to make sure data is used ethically and legally, and they typically include similar clauses—things like permitted use, access controls, security requirements, and restrictions on sharing or re-identification. At a high level, they’re both about reducing risk while enabling research.

So what are the differences and when would you typically use one or the other?
A Data Use Agreement, or DUA, is focused on the recipient of the data—so it’s about what you, as a researcher, are allowed to do once you have the data. For example, if you’re accessing a government dataset or health data, the DUA will set very clear conditions on how you can use it, who can access it, and what’s off limits.
A Data Sharing Agreement, or DSA, is about the relationship between the parties sharing the data—so it defines how the data moves between organisations, who is responsible for what, and how it will be managed over its lifecycle. You’ll often see DSAs in collaborative projects between institutions.

In practice, there’s often overlap. Some agreements combine both elements, and the terminology can vary between organisations, so it’s always important to read the agreement carefully rather than rely just on the title.



https://www.auckland.ac.nz/en/research/research-resources/research-data/research-data-policies-ethics-requirements/data-sharing-agreements.html
https://www.auckland.ac.nz/en/research/research-resources/research-data/research-data-policies-ethics-requirements/data-sharing-agreements.html
https://www.auckland.ac.nz/en/research/research-resources/research-data/research-data-policies-ethics-requirements/data-sharing-agreements.html

From open to restricted access

No access Secure

Data disposed of after Access to data via
the minimum retention controlled conditions
period 1

Mediated

Mediated access to
data via data custodian

A

FAIR

More open
Open

Dataset published in a
repository under an
appropriate license

More sensitive

All Five Safes
applied

Safe people
Safe projects

Research data / Sharing and publishing research data / Data sharing for reuse
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Presentation Notes
Most human health data sits in the middle – not open, but still shareable under controlled conditions.

Can this data be shared openly?�→ FAIR applies
If not, why?�→ Privacy, ethics, sovereignty → CARE
How can we still share it safely?�→ Use Five Safes

FAIR and CARE guide why and for whom we share data.�Five Safes tells us how to do that safely in practice.


https://www.auckland.ac.nz/en/research/research-resources/research-data/publishing-research-data/data-sharing-reuse.html

Prepare to archive

When you have finished working with your research data, you should...

Evaluate your digital research files to identify data (@\from debris '@

Ensure that data is stored safely, in a suitable file format, and accompanied by
adequate and self-explanatory documentation (e.g., README)

Digitise non-digital research data whenever possible
(Guidance https://www.openaire.eu/non-digital-data-guide)

Researchers are responsible for:

15. Ensuring that non-digital forms of research data created after the commencement date
of this policy are promptly digitised where possible and managed in accordance with
this policy. The original non-digital research data are to be securely destroyed
following digitisation unless there is a requirement for retention, in which case
researchers will ensure appropriate storage arrangements.


Presenter Notes
Presentation Notes
Finally, after your project, make sure you archive important data and meet retention requirements.
Getting ready for that might include:
Evaluating digital research files
Ensuring the data is stored safely, in a suitable format, accompanied by adequate documentation
Digitise non-digital research data

Before you archive, you need to check your files and decide what needs to be kept to reproduce the research findings. Data and files (e.g., intermediate files) that can be easily recreated are called research debris and can be deleted.

You may also want to consider data that should be returned at this stage.

When you archive your data, you make sure you can read and access the data later on. You can then also allow access to others for verification purposes when such a request arrives. In all cases, you should store your data safely, in a suitable file format, with adequate documentation. 


https://www.openaire.eu/non-digital-data-guide
https://www.openaire.eu/non-digital-data-guide
https://www.openaire.eu/non-digital-data-guide
https://www.openaire.eu/non-digital-data-guide
https://www.openaire.eu/non-digital-data-guide
https://www.openaire.eu/non-digital-data-guide
https://www.openaire.eu/non-digital-data-guide

Retention requirements
| After the project / Data retention and deletion

® What is the minimum retention period?

® During this period, the data should be archived on University-managed storage and
non-digital data held locally.

Research data retention requirements at the University of Auckland

* Minimum 6 years from completion of the research activity
* Health data - 10 years

o Clinical trial data or routinely collected health data used for research
o Until children turn 26 years

* Patent - 20 years from date of filing
* Ethics approved - check
* Community or heritage value

Research data / Research data policies ... / Research data retention
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Presentation Notes
The University and its researchers are responsible for ensuring “full and accurate records of research activities to enable transparency and reproducibility in publication of research work, including where appropriate data, metadata, protocols, code, software and other research data and primary materials” (taken from University of Auckland’s Research Integrity Policy, 2025).

All researchers have a minimum mandated requirement to retain research data for a number of years.

University guidelines say that, at minimum, it must be kept for 6 years.
Clinical trial data must be kept for 10 years, or if it involves children until they turn 26. (https://neac.health.govt.nz/system/files/documents/publications/national-ethical-standards-health-disability-research-quality-improvement-2019.pdf)
If the data forms the basis of a patent - it must be kept 21 years from the date the patent was filed.
Have ethics approvals associated with your research? - You must adhere to the minimum specified time determined by the committee.
Work with community or heritage value should be kept permanently.

Factors leading to longer retention periods include:
data relating to clinical trials or the use of hazardous materials;
data which has long-term impacts on the particular field of research, such as a shift in the paradigm; or which has high public interest; and
data which is instrumental in the establishment of intellectual property rights such as patents, trademarks or copyright. 

Ideally, original research data should be kept indefinitely. PUBLISH

Practically - keep data that has resulted in publication long enough to allow reference to the data by other researchers and interested parties - i.e. as long as possible!
Exit planning – before leaving the university, arrange for access and custodianship of data and documentation with other researchers and/or head of school/centre etc.




https://www.auckland.ac.nz/en/research/research-resources/research-data/research-data-policies-ethics-requirements/research-data-retention.html

Remove from...

Research data storage

Research data University-managed research data storage

"Primary copy” Song-temnn
y copy Research Drive Dropbox for Researchers (rzttzm?oen)
—
=3 3} Dropbox —]
Locations University-approved Compute-adjacent
where data data capture storage (VMs, HPC)
collection & J— Secure Research Data
. M d . .
analysis happen *EDCap@ $ Microsoft Teams I i Environment repository
(Temporary) i #figshare

qualtrics™ Zoom Nectar @ o

REAN/NZ
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Presentation Notes
Every stage of the research data lifecycle involves consideration of data storage (part three)
How does data move through stages of the lifecycle from active storage to long-term storage after the project (archive or publish) or deleted. Data should be evaluated throughout and deleted when appropriate.

Researchers are advised to use a University-managed research data storage service for research data. 

This supports continuity and research integrity
Includes: raw and cleaned research data, data that underpins publications, data that is needed to meet funder or institutional retention requirements

2. There are times when research data will reside in other locations, usually on a temporary basis.

These locations can support day-to-day activities, but care must be taken when handling personal data. Take care to follow through on the information you have provided to research participants about the management and long-term storage of their data.
The first of these is the use of the University-approved data capture or collection tools as we have previously described.
Except for REDCap, move raw data from these locations to University-managed research data storage as soon as possible.
The second is where heavy processing happens (compute-adjacent storage). Considerations include: minimising data movement between storage and compute, high-performance requirements, often limited storage and no backup. Consider this storage as transient. Primary copy of the data resides on the University-managed system to enable analyses to be regenerated if lost.
The third is where sensitive data may be analysed (Secure Research Environment), protecting participants, communities, institutions and researchers

3. Remove all research data from portable storage devices, including USB and any local storage, to ensure the data is available on a long-term basis for queries and clarifications.

4. After the project has completed, move data to long-term storage for retention requirements and/or publish to a data repository.
�These locations enable institutional retention requirements. Includes: final datasets, data accompanying publications, data retained after project completion.
The locations required metadata, a README, and potentially a persistent identifier.
�Other notes:

OneDrive, Sharepoint, MS Teams, Google Drive are not suitable for research data.
(They are university managed, BUT data is stored offshore, storage is limited (1GB-1TB), and files are deleted immediately when staff leave the university)

Network shared drive – university managed, data onsite, backed up, not clear on storage limit, files become inaccessible immediately when leaving the university (but will still exist and be shared with others who have access). BUT, not clear how long these will continue to be provided.


When researchers leave...

Ensure appropriate arrangements are made if researchers require AND have rights to
continued access to research data after leaving the project or moving to another research
organisation/institution.

Handover of research data management, including:
« Updating the Data Management Plan (DMP)

« Off-boarding meetings to discuss arrangements for ensuring ongoing access
« Update all agreements and ethics approvals

May also include:

« Data Transfer Agreement to transfer the research data to another institution (where permitted by ethics approvals
and agreements),

- Establishing external collaborator status for the departing staff member or student where ongoing access to
research data held at the University is required and permitted.

What happens when a PhD candidate hands in their thesis?
« Students generally retain ‘ownership' of data created for postgraduate thesis submission.
« Ethics restrictions regarding where, and for how long, sensitive data is retained still apply.



Data sharing and archiving
Share data responsibly

* Aim to share data "as open as possible, as closed as necessary”

* Use frameworks like Five Safes to determine how sensitive data
can be shared safely

* Use agreements to define and control data access where needed

* Retain data in line with policy requirements, and plan for long-term
preservation


Presenter Notes
Presentation Notes
Share data where possible – but manage access carefully using frameworks and agreements.





- What haven't we discussed?
(Add your questions into the chat

or raise your hand)



= =+ 2| Waipapa
Taumata Rau
University
of Auckland

Questions? Get in touch...
& researchdata@auckland.ac.nz

Research data are a treasure. Managing
data is about caring for data to reflect this.

Thank you



mailto:researchdata@auckland.ac.nz
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